7.1.2

7.2

7.3

7.4

7.5

Bundle Digital Information and Governance Committee 27 September 2019

13:30 - DIG19/1 Chair's opening remarks

DIG19/2 Apologies

Dawn Sharp

DIG19/3 Declarations of Interest

13:30 - DIG19/4 Draft minutes of the previous meeting held on 9.5.19 and summary action plan
DIG19.4a Minutes IGIC 9.5.19 v.05 draft.docx

DIG19.4b Summary Action Log.doc

13:35 - DIG19/5 DIGC Terms of Reference - for information

Dr David Fearnley
Recommendation
The Committee is asked to note the revised terms of reference

DIG19.5a Revised DIGC ToR v2.0.docx
DIG19.5b DIG Committee ToR V2.0_DIGC 27.9.19.docx

Informatics
13:40 - DIG19/6a 2019/2020 Revised Informatics Operational Plan

Dr David Fearnley

Mr Dylan Williams in attendance

Recommendation:

The DIGC is asked to:-

1. note the inclusion of Financial information and additional unplanned revisions i.e. governance structure
and WCCIS.

2. receive and approve the final revised operational plan.

DIG19.6ai 2019 2020 Revised Informatics Operational Plan cover sheet.docx
DIG19.6aii 2019 2020 Operational plan DRAFT v4.docx

13:45 - DIG19/6b Informatics Operational Plan 2019/20:Progress Monitoring Report

Dr David Fearnley

Mr Dylan Williams in attendance

Recommendation

The DIGC is asked to:-

1. receive the report and scrutinise its content to gain assurance on progress against the operational plan
2. note the financial implications highlighted

DIG19.6bi 2019 2020 QTR2 Rep QTR 1 AP Monitoring report cover sheet.docx

DIG19.6bii 2019.20 Qtr 2 rep Qtr 1 Annual Plan Progress Monitoring Report - June 2019 DRAFT v0
2.pdf

14:00 - DIG19/7 Informatics Quarter 2 Assurance Report

Dr David Fearnley

Mr Dylan Williams in attendance

Recommendation:

The DIGC is asked to:-

1. note compliance with legislative and regulatory responsibilities which relate to the Informatics Services
and

2. to advise the service of any additional metrics required to improve assurance

DIG19.7 DIGC Assurance Report Informatics_Qtr 2.docx

14:20 - DIG19/8 2020/2021 DRAFT Informatics section 3 year forward plan

Dr David Fearnley

Mr Dylan Williams in attendance

Recommendation:

The DIGC is asked to:-

Review the draft plans and provide early comments to support further iterations and future approval

DIG19.8 2020_2021 DRAFT Informatics section 3 year forward plan.docx

14:35 - DIG19/9 Chair Assurance report : Digital Transformation Group

Dr David Fearnley
Mr Dylan Williams in attendance
Paper to follow

14:40 - DIG19/10 IT Change Management Policy




7.6

7.7

8.2

8.3

8.4
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12
13
14

Dr David Fearnley

Mr Dylan Williams in attendance

Recommendation

The Committee is asked to ratify the IT Systems Change Management Policy

DIG19.10 IT Change Management Policy v2.docx

14:45 - DIG19/11 Welsh Audit Office 2014 & 2018 Clinical Coding Audit Management Response

Dr David Fearnley

Mr Dylan Williams in attendance

Recommendation:

The Digital information Governances Committee is asked to:-

1. Review the attached report, note progress to date and provide scrutiny as required
2. Approve the report for submission to the audit committee or advise the service of any additional

information evidence required to improve assurance.
DIG19.11 2019 2020 Clinical Coding Audit response DIGC .docx

14:55 - DIG19/12 NWIS update - for information
The Committee is asked to note the report for information

DIG19.12a NWIS high level briefing coversheet.docx
DIG19.12b NWIS High Level Briefing - Aug 2019- BCU DIGC.docx

Information Governance
14:55 - DIG19/13 Information Governance annual report 2018/19

Mrs Justine Parry in attendance
Recommendation
The Committee is asked to receive and ratify the IG Annual Report 2018/19.

DIG19.13a Information Governance Annual Report coversheet.docx
DIG19.13b Information Governance Annual Report 2018-2019 v1.0 Final.pdf

15:10 - DIG19/14 Information Governance Quarterly Assurance report

Mrs Justine Parry in attendance
Recommendation
The Committee is asked to receive and ratify the IG KPI Quarter 1 report 2019/20

DIG19.14a Information Governance KPI Qtr 1 coversheet.docx
DIG19.14b Information Governance KPI Report Qtr 1 2019-20 Final v1.0.pdf

15:30 - DIG19/15 Chair Assurance report : Information Governance Group

Mrs Justine Parry in attendance
Recommendation
The Committee is asked to note the report

DIG19.15 IGG Chair's Assurance Report July 19 Final.docx

15:30 - DIG19/16 Caldicott — Principles into Practice

Mrs Justine Parry in attendance
Recommendation:

The Committee is asked to receive and ratify the Caldicott Outturn Report noting the actions set out in the

attached plan to drive continuous improvement
DIG19.16a Caldicott Outturn Report 2019 coversheet.docx

DIG19.16b Caldicott Outturn Report 2019 v1.0 Final.pdf

15:40 - DIG19/17 Summary of InCommittee business to be reported in public

Recommendation
The Committee is asked to note the report

DIG19.17 InCommitte items reported in public.docx

15:40 - DIG19/18 Issues to inform the Chair's Assurance report
15:40 - DIG19/19 Date of next meeting 21.11.19
Exclusion of the Press and Public
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Information Governance and Informatics Committee
Draft minutes of the meeting held on 9.5.19
in the Boardroom, Carlton Court, St Asaph

Present:
Mr John Cunliffe Independent Member— Committee Chair
Ms Lucy Reid Independent Member

In Attendance:
Ms Christine Couchman BCUHB Programme Manager (WCCIS) (part meeting)

Mr Andrew Giriffiths Director of Informatics Services, NWIS (part meeting)
Mrs Wendy Hardman Head of Information Governance (part meeting)
Mrs Grace Lewis-Parry Board Secretary
Dr Melanie Maxwell Caldicott Guardian
Dr Evan Moore Executive Medical Director
Mrs Justine Parry Assistant Director Information Governance and Assurance
Ms Tracey Williams Head Of Informatics Performance & Improvement for Chief
Information Officer
Ms Diane Davies Corporate Governance Manager
Agenda Item Discussed Action By
IG19/14 Chair’s Opening Remarks
The Chairman welcomed everyone to the meeting. He advised that Prof Jo Ryecroft
Malone was no longer a member of the Committee as she had left Bangor University. It
was understood that a replacement University nominated Independent Member would
be appointed shortly to BCUHB.
IG19/15 Apologies for Absence
Apologies were received from Mr Dylan Williams and Cheryl Carlisle.
1G19/16 Declarations of Interest
None were received.
IG19/17 Draft minutes of the previous meeting held on 14.2.19 and Summary
Action Log
The minutes were approved as an accurate record subject to the amendment of
IG19/8.1 to read “He alluded to workforce challenges, although these were shared by | DD
other Health Boards”
No matters arising were raised.
Updates were noted to the summary action log.
The Committee continued to raise their concerns with the quality of some of the | Officers in
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2

documentation submitted.

attendance

IG19/18 NHS Wales Informatics Service (NWIS) update

1G19/18.1 The Director of Informatics Services, NWIS provided a verbal update. He
reported on progress with NWIS developments and plans including: Digital Patient
Services, GP record transfers, ED system, WCCIS, National Data depository,
Pharmacy Stock Control / E-Prescribing and taking care of day to day operational
business.

1G19/18.2 Discussion ensued in which the Committee raised a number of concerns in
relation to the developments outlined. The Committee questioned how many North
Wales GP practices were involved in the digital patient record pilot, as well as the
volume of patients utilising the My Health online service which the Director of
Informatics Services, NWIS undertook to provide following the meeting. In addition, the
Committee raised their concern in respect of the disconnect that was apparent at times
between national and local discussions, emphasising that delays in making decisions
were impacting on developing efficient primary and community care patient records
and greater focus and pace was also required to address secondary care digital
patient records. The Head of Informatics Performance & Improvement highlighted local
business continuity concerns and advised that BCU were mindful of feeding into
emerging national solutions. Whilst primary care record developments was welcomed
by all, the Head of Informatics Performance and Improvement also highlighted
perceptions that secondary care ‘digital’ records were considered to be significantly
less developed than primary care ones, urging for more work in this area.

1G19/18.3 The Committee expressed their concern on the perception that the length of
national IT solution development time in comparison to other external organisations
was too long and protracted. The outcomes of the Public Accounts Committee report,
discussed at an earlier Committee, were highlighted. In the discussion which followed
the complexities of the developments were acknowledged as was the underpinning
requirement to improve safety, quality, engagement and communication through the
commitment to develop a digital patient record solution. The Committee emphasised
the need for pace to sustain transformation and underpin strategic plans for the Health
Board and the need for local support to prioritise requirements and deliver ‘first class
solutions”. Considerable debate ensued in respect of the development of digital patient
record systems including patient choice, variety of systems at GP surgeries, local
needs, pace of development and supplier type behaviour. The Director of Informatics
Services, NWIS was keen to emphasise NWIS’ commitment to support Health Boards
with their local needs.

1G19/18.4 In discussion about E-Prescribing, the Committee questioned the time taken
to develop the system and advised that BCU was in the process of procuring a
pharmacy system. The Director of Informatics Services, NWIS agreed to explore this
further.

1IG19/18.5 The Committee Chair questioned how BCU’s priorities and objectives were
considered during national procurement processes. The Board Secretary reminded that
BCU'’s digital strategy development needed to include input from NWIS. The Committee
provided examples of operational frustration and issues due to national system and
project delays, especially in respect of WCCIS and LIMS systems.

AG
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It was resolved that the Committee

note the verbal report

The Director of Informatics Services, NWIS agreed to attend all future meetings and
provide a supporting paper.

AG

1G19/19 Informatics Operational plan 2018/19 year end report

1G19/19.1 The Head of Informatics Performance & Improvement presented the report
which provided a summary of informatics deliverables against objectives that were
outlined within the 2018/2019 operational plan, challenges not met within year which
were risks to the delivery of objectives and services going forward and also 2018/2019
capital and revenue expenditure.

1G19/19.2 She drew attention to progress and challenges in rationalising record
systems with the phased introduction of the Welsh Patient Administration System
(WPAS). She also highlighted other challenges which had been addressed on an
interim basis such as implementing health record business continuity plans as a result
of library infrastructure issues within the Central area.

1G19/19.3 The Committee welcomed the positive progress highlighted however, the
Head of Informatics Performance & Improvement was requested to also include
summaries of work which had not been delivered in future year end reports. However,
the Committee acknowledged that these had been reported on during the year within
the monitoring reports. The Committee commented on the difficulty in assessing
performance when the measurements/ trajectories were not specific enough. In
addition, the Head of Informatics Performance & Improvement agreed to include
greater detail in future year end reports on the action being taken to manage and
mitigate Tier 1 Corporate risks.

1G19/19.4 The Committee raised their concerns about operational issues relating to a
digital mobile workforce e.g. access to Health Board systems within the community and
connectivity of devices which needed to be addressed. It was acknowledged that
significant work would be required to overcome these issues, that challenges were not
easy to overcome e.g. mobile phone connectivity is a National issue that single
agencies will not be able to resolve. Whilst work is progressing it was accepted that
there is much more still to do. Workforce Learning and Development achievements
were also highlighted including 93% Mandatory Training Compliance and 83% PADR
rate within the Division. The Head of Informatics Performance & Improvement advised
of progress and the extended period needed in respect of the IPT project.

It was resolved that the Committee

noted the report

requested that the following year end report reflect the additional information as
discussed

TW

TW

1IG19/20 Informatics Quarterly Assurance report

1G19/20.1 The Head of Informatics Performance & Improvement presented the report
which provided assurance that legislative and regulatory responsibilities were being
met relating to Informatics services. It also provided key performance indicators in
relation to the quality and effectiveness of information and information systems.




IGIC Minutes 9.5.19 V0.05

1G19/20.2 The Committee was pleased to note the positive verbal update on clinical
coding provided by the Executive Medical Director. It was recognised that BCU’s Audit
Committee tracked progress in respect of the Wales Audit Office recommendations

1G19/20.3 Discussion ensued on the level of national system failures that had impacted
on clinical services as well as malware related events. The NWIS Director undertook to
provide further detail on planned downtime to provide further context. He also provided
an update on 2 major incidents which had occurred, assuring that improvement plans
had been put in place to address them.

1G19/20.4 The Committee was concerned to note potential risk relating to various
versions of different operating systems which needed to be maintained in order to
support other IT systems, albeit appreciating the potential cost implication.

1G19/20.5 The Board Secretary requested that future reports include a Health Records
section to include detail on health record digitalisation, operational issues and progress
on the Digital Health Record outline business case. A statement was required to clarify
that management of health records performance in line with the Data Protection
Legislation was included within the IG assurance report for completeness. In addition,
information needed to be provided on the number of BCU systems, including
ownership, as well as training needs analysis.

It was resolved that the Committee
noted the report
agreed additional measures to be included in future reports.

AG

TW

1G19/21 Welsh Community Care Information System (WCCIS) status report
The BCUHB WCCIS Programme Manager joined the meeting for this item

1G19/21.1 The BCUHB WCCIS Programme Manager introduced the paper which set
out the current position, costs to date and background to enable the Committee to
review performance and delivery of the roll out of this core National IT system. She
pointed to concerns and challenges highlighted within the report which had led to
significant programme delays.

1G19/21.2 The Committee Chair voiced his continuing concern regarding continuance
of this national programme which BCU had been the first Health Board to sign up to.
The WCCIS Programme Manager explained the 2 phase approach being proposed to
move forward the programme along with her concerns. The NWIS Director shared the
national commitment and deployment order positions. Discussion ensued on
commitment, data migration, expenditure, product capability and commercial matters.

1G19/21.3 The Committee requested that the BCUHB WCCIS Programme Manager
draft a letter for the consideration of the Committee chair outlining the concerns raised.
The Board Secretary emphasised how the lack of progress on this programme had
impacted on BCUHB. She reported that the Ynys Mén pilot would enable a gateway
review to take place, following which a decision on whether or not to continue could be
considered.

It was resolved that the Committee

CcC
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agreed that the NWIS Director would liaise with the BCUHB WCCIS Programme
Manager to provide support

agreed a timeline be included

agreed that an update would be provided within 6 weeks of the ‘go live’ date to the
Committee Chair

AG

CC
CC/DW

IG19/22 Single Cancer Pathway and Eye Care Measure Data Compliance Notice

The Head of Informatics Performance & Improvement briefly highlighted requirements
to comply with data change control notices relating to Single Cancer Pathway and Eye
Care Measures. She explained workarounds being implemented in order to provide
compliance with the measures provision required until version 19.2 of WPAS could be
implemented in all sites. The report highlighted a resource requirement for cancer
services which was being pursued by the service separately. Following discussions, it
was agreed any updates and information of further change control notices issued would
be included within future quarterly assurance reports. It was noted that the risks were
being managed and a timeline was in place.

It was resolved that the Committee
noted the approach to meeting data compliances as:

Eye care measure

* The service will move to booking in line with the ECM pathway requirements when
Welsh Patient Administration System (WPAS) v19.2 is made available in the Centre
and East areas in July and August 2019, avoiding the use of an interim PTL solution.
* Service leads and Information are working together to develop a PTL solution for the
West area until the implementation of WPAS.

Single Cancer Pathway

* The information team are working with Cancer Services to develop a robust
SharePoint solution that supports compliance until the implementation of Tracker 7 in
September for East and Central. It will be used in West until WPAS is implemented.
» Cancer Services have requested additional staff resources to track the additional
patient pathways and collect the necessary data to support the management and
reporting of the single cancer pathway.

TW

1IG19/23 IT change management policy

1IG19/23.1 The Head of Informatics Performance & Improvement advised that the policy
had been developed to support 200 plus system owners within the organisation whom
were not within the IT Department to provide a framework for change management and
mitigation of risk. The Executive Medical Director stated that the Executive Team
recognised this need.

1IG19/23.2 Whilst the Committee was supportive of the development, a number of
issues were pointed out within the document. These included typographical errors and
the need to strengthen monitoring, escalation and training arrangements. The Board
Secretary advised that significant more work was required which included further
consultation, cross referencing against other BCU policies and impact assessments.
She clarified that the Committee was not responsible for the implementation of the
policy as indicated within the document.
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It was resolved that the Committee

Provide comments directly to support revision and that the draft is amended in line with
discussion held. The policy would then be represented to the committee for approval at
its next meeting

TW
TW

1G19/24 BCUHB Digital Strategy Development Update

1G19/24.1 The Head of Informatics Performance & Improvement advised that the draft
was being reviewed and updated. The delay in publication of a “final” version for review
was due to national work in the process of being developed e.g. architecture review,
and it was BCU’s Chief Information Officer’s intention to ensure alignment.

1G19/24.2 The Committee questioned whether BCU could develop a BCU strategy
which would be reviewed and amended as national developments emerged. The
Committee also raised concern with the potential length of delay indicated. The Head of
Informatics Performance & Improvement agreed to discuss the issue with BCU'’s Chief
Information Officer and provide clarity on the timeline for presentation to the Health
Board and preceding Committee scrutiny.

It was resolved that the Committee
noted the verbal update

TW

1G19/25 Information Governance Policy

1G19/25.1 The Head of Information Governance joined for this item. It was noted that
the strategic aims and purpose of the revised strategy was to describe the governance
arrangements to deliver Information Governance and assurance within BCUHB and set
out the overall principles to promote a culture of best practice around the processing of
information and the use of information and systems. She highlighted the introduction of
a more robust IG Assurance tool, |G training and audit work undertaken the previous
year.

1G19/25.2 The Committee requested that

e more clarity could be provided in respect of strategy/plan (2.1) ;

e more generic reference be provided in section (4.2) ;

e clarity be provided regarding the delegation/appointment of the Senior Information
Risk Officer (6.2);

e positive impacts be highlighted in respect of (10.1) — as opposed to negative;

e amend reference from ‘will’ to ‘can’ re cysgair and cysyllt (10.2);

e amend to reflect less specifity (10.4)

It was resolved that the Committee
ratified the IG Strategy subject to the amendments agreed

The NWIS Director left the meeting

WH

1IG19/26 Chair Assurance report — Information Governance Group

The Caldicott Guardian presented this item. The Committee questioned lessons learnt
from |G incidents within the report as well as access to records. In the update provided
by the Assistant Director Information Governance and Assurance it was agreed that the
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Committee would be advised of progress in respect of the information data breach in JP
due course. The Caldicott Guardian also highlighted developing work within clinical
audit in respect of the importance of good record keeping.

It was resolved that the Committee

noted the report

IG19/27 Review of Corporate Risks Assigned to the Information Governance and

Informatics Committee

1G19/27.1 It was noted that the Committee considered, in November 2018, that

corporate risk CRR10 Informatics was too nebulous, covering many strands of service

delivery and limited the ability of the Health Board to focus on and address key issues.

Following further discussion of the Committee, it was recommended that the risk be

disaggregated into three key components i.e. National Infrastructure and Products,

Health Records and Infrastructure capacity, resource and demand

1G19/27.2 The Committee considered the risks and provided the following comments:

CRR10a National Infrastructure and Products

¢ Amend ‘date opened’ to appropriate date

¢ Increase initial risk likelihood risk rating to 5

e Amend wording line 2 — ‘as’ planned to read ‘when’ planned

e Amend assurances line 1 to ‘Public Accounts Committee’

e Agreed scoring with exception of initial risk likelihood as above

CRR10b Informatics — Health Records

e Amend Risk title to read ‘Acute’ Health Records

e Amend typo in third sentence ‘could’

e Agreed scoring

CRR10c Informatics — Infrastructure capacity, resource and demand

¢ Amend ‘date opened’ to appropriate date

e Amend controls in place item 1) to read ‘approved plans for 2019’ and update item
4)

e Agreed scoring

It was resolved that the Committee EM/TW

agreed amendments to the risks as noted

IG19/28 Draft Committee annual report 2018/19

1G19/28.1 The Committee reviewed the draft Committee annual report. A discussion on
membership and attendance ensued.

1G19/28.2 In addition, it was agreed that

e amend the “overall RAG status against the Committee’s annual objectives” to
‘Amber’

e amend the “Positive assurance RAG status in respect of overseeing the
development of BCU'’s strategies and plans”.... to ‘Amber’

e amend the Cycle of Business to include NWIS Director item (supported by written
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report) to each meeting
e amend Terms of Reference, following agreement of Audit Committee, to Committee DD
title as “Digital and Information Governance Committee (DIGC)”

It was resolved that the Committee

¢ reviewed the draft Committee Annual Report 2018-19

agreed amendments

reviewed Terms of Reference

reviewed and approved the amended Cycle of Business 2019/20

approved that Chair’s Action be taken to agree the final version for submission to
Audit Committee

1G19/29 Issues of Significance to Inform the Chair’s Assurance Report

To be agreed outside of the meeting.

1IG19/30 Summary of InCommittee business to be reported in public

It was resolved that the Committee
noted the report

IG19/31 Date of next meeting

9.30am on 15.8.19 in the Boardroom, Carlton Court

Resolution to Exclude the Press and Public

That representatives of the press and other members of the public be excluded from the remainder
of this meeting having regard to the confidential nature of the business to be transacted, publicity on
which would be prejudicial to the public interest in accordance with Section 1(2) Public Bodies
(Admission to Meetings) Act 1960.”




BCUHB Digital and Information Governance Committee

Summary Action Log — arising from meetings held in public
Officer Minute Reference and Action | Original Latest Update Position Revised
Agreed Timescale Timescale
13.11.18
Justine Parry 1G18/12 Information Governance 1.2.19
Policies
e Information Security Policy —a new | 5.5.19 This is an issue which require involvement of NWIS due to ltems to be
policy to replace the Health Board’s national policy and will be raised at the next national 1G closed
IGO5 IM&T Security Policy. management advisory group to be held on 6.3.19
The Assistant Director Information
Governance and Assurance agreed Response circulated to members 9.5.19 via email
to address the queries raised in
respect of encryption (5.2) and 14.12.19 The Committee were informed that a senior
concern regarding email storage in representative of NWIS would be attending the May meeting of
records management (5.5) the Committee. It was agreed this should be an annual
invitation.
NWIS Director confirmed at 9.5.19 meeting his attendance at
future meetings
14.2.19
Justine Parry 1G19/10.2 Information Governance | August Agenda item Action to
KPI Summary be closed
Revise full KPI report to work towards
submitting in public session from Q1
onwards
9.5.19
Diane Davies | 1G19/17 Previous minutes 19.7.19 Completed Action to
Amend as discussed be closed
Officers in [ 1IG19/17 IGIC papers 19.7.19 Noted Action to
attendance Make arrangements to ensure papers be closed

are quality assured and coversheets




are completed in full.

Andrew
Griffiths

1G19/18 NWIS update
e Provide detail of North Wales
utilisation of My Health online
e Arrange to attend future IGIC
meetings and provide written
supporting document 10 days

prior to meeting

19.7.19

Information provided in NWIS briefing agenda item

Completed

Actions to
be closed

Andrew
Griffiths

1G19/20 Informatics
assurance report
Provide detail of planned downtime in
respect of national downtime affecting
BCU usage

Quarterly

19.7.19

Information provided in NWIS briefing agenda item

Action to
be closed

Andrew
Griffiths

WCCIS
Liaise with BCU WCCIS Project
Manager to provide support

19.7.19

Tracy Williams

1IG19/19 IOP 2018/19 End of Year

plan

In future reports include:

e Summaries of work not delivered

e Provide greater detail on timelines
re performance delivery
expectation

e Include Tier 1 risks and mitigation
detail

May 2020

The end of year report 2019/2020 will be produced in May/June
2020.

Action to
be closed

Tracy Williams

1G19/20 Informatics
assurance report

Arrange for future reports to include a
Health Records section to include
detail on digital record digitalisation,
operational issues and progress and
also progress on the Digital Health
Record outline business case. A

Quarterly

19.7.19

To be included within Qtr2 assurance report

Action to
be closed




statement was required to clarify that
management of health records
performance in line with the Data
Protection Legislation was included
within the 1G assurance report for
completeness. In addition, information
needed to be provided on the number
of BCU systems, including ownership,
as well as training needs analysis.

Christine 1G19/21 WCCIS 19.7.19 Action to
Couchman e The Committee requested that the e Draft letter sent to John Cunliffe for consideration be closed
BCUHB WCCIS Programme
Manager draft a letter for the
consideration of the Committee
outlining the concerns raised. e Timeline to be updated following commercial discussions
e agreed a timeline be included
e agreed that an update would be e Emails sent to John Cunliffe to update on delayed commercial
provided within 6 weeks of the ‘go discussions and delays to agreement on the functional
live’ date to the Committee Chair roadmap
Tracy Williams | 1G19/22 Single Cancer Pathway /| 19.7.19 The requirement was to include Data Change Control Notices / | Action to
Eye Care Measure data compliance compliance with them in the quarterly assurance reports going | be closed
Provide updates within the quarterly forward. When these are received these will be reported.
assurance reports going forward.
Tracy Williams | 1G19/23 IT change management | 19.7.19 Agenda item 27.9.19 Action to
policy be closed

Arrange to address:

e typographical errors and the need
to strengthen monitoring, escalation
and training arrangements. Further
consultation, cross referencing
against other BCU policies and
impact assessments. Clarification
that the Committee was not
responsible for the implementation




of the policy as indicated within the
document.

e Provide revised version to next
meeting

Tracy Williams

1G19/ 24 Digital Strategy
development update

The Committee raised concern with
the potential length of delay indicated.
The Head of Informatics Performance
& Improvement agreed to discuss the
issue with BCU’s Chief Information
Officer and provide clarity on the
timeline for presentation to the Health
Board and preceding Committee
scrutiny.

19.7.19

The Strategy was presented to the DTG in June and discussed.
It is currently being refined in line with the comments made, the
latest iteration will be available for the next committee meeting.
The DTG also supported the use of consultants to produce the
final version.

Action to
be closed

Wendy
Hardman

1G19/25 IG Strategy

Amend policy as follows:

e more clarity provided in respect of
strategy/plan (2.1) ;

e more generic reference be provided
in section (4.2) ;

e clarity be provided regarding the
delegation/appointment of the
Senior Information Risk Officer
(6.2);

e positive impacts be highlighted in
respect of (10.1) — as opposed to
negative;

e amend reference from ‘will’ to ‘can’
re cysgair and cysyllt (10.2);

e amend to reflect less specifity
(10.4)

19.7.19

Completed - All updates incorporated into IG Strategy and
disseminated across the Health Board, with new version
available on the Policy and Procedures Intranet site.

Action to
be closed

Justine Parry

1G19/26 IGG report

29.7.19

3 Data breaches, 2 self-reported and 1 directly from I1CO.

Action to




In the update provided by the Assistant be closed
Director Information Governance and Lessons learnt included:
Assurance it was agreed that the o Staff dismissal regarding inappropriate access to
Committee would be advised of system.
progress in respect of the information e Acceptable use statements to be signed by relevant staff
data breach in due course. who have full access rights to information systems.
e Further reminder to all staff via the IG Bulletin regarding
inappropriate access to information and systems.
e Reminders have been issued to staff to ensure up to
date demographic information is checked on the patient
information systems, including how and when to change
the information;
o All staff reminded to complete their mandatory
Information Governance Training requirement;
e Reminders have been issued to clinical support staff
regarding their responsibilities when filing information and
good record keeping.
Tracy Williams | IG19/27 Corporate Risks 19.7.19 All amended, with the exception of date opened as this date is | Action to
/ Evan Moore | Arrange for following to be generated by the system. be closed

addressed:

CRR10a National

Products

e Amend ‘date opened’ to
appropriate date

¢ Increase initial risk likelihood risk
rating to 5

e Amend wording line 2 — ‘as’
planned to read ‘when’ planned

e Amend assurances line 1 to ‘Public
Accounts Committee’

e Agreed scoring with exception of
initial risk likelihood as above

Infrastructure and




CRR10b Informatics — Health Records

¢ Amend Risk title to read ‘Acute’
Health Records

¢ Amend typo in third sentence
‘could’

e Agreed scoring

CRR10c Informatics — Infrastructure

capacity, resource and demand

e Amend ‘date opened’ to
appropriate date

e Amend controls in place item 1) to
read ‘approved plans for 2019’ and
update item 4)

e Agreed scoring

Diane Davies

1G19/28 Draft Committee annual
report 2018/19

Arrange for amendments to be
undertaken and submit to Audit
Committee

19.7.19

Completed

Action to
be closed
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Report Title: Revised Digital and Information Governance Committee Terms of
Reference

Report Author: Ms Diane Davies, Corporate Governance Manager

Responsible Dr David Fearnley, Executive Medical Director

Director:

Public or In Public

Committee

Purpose of Report:

The Committee was previously known as Informatics and Information
Governance Committee. At the IGIC meeting held on 9.5.19, it was
agreed to:

e amend Terms of Reference, following agreement of Audit
Committee, to Committee title as “Digital and Information
Governance Committee (DIGC)’

(Item : 1G19/28 Draft Committee annual report 2018/19)

In addition a generic statement re TU partners was added in line with
other Committee Terms of Reference

Members will be aware of ongoing discussion in relation to Executive
portfolio management which will ultimately require further amendment
to the Terms of Reference membership.

Approval / Scrutiny
Route Prior to
Presentation:

The Board approved the amendment at the Health Board meeting held
on 25.7.19, following advice submitted via the Audit Committee
Assurance report.

Governance issues
| risks:

The amendment strengthens BCU governance structures.

Financial
Implications:

Not applicable

Recommendation:

The Committee is asked to note the revised Terms of Reference

Health Board’s Well-being Objectives N
(indicate how this paper proposes alignment with
the Health Board’s Well Being objectives.
that apply and expand within main report)

WFGA Sustainable Development | V
Principle
Tick all (Indicate how the paper/proposal has

embedded and prioritised the sustainable
development principle in its development.
Describe how within the main body of the
report or if not indicate the reasons for this.)

1.To improve physical,

emotional and mental

1.Balancing short term need with long




health and well-being for all term planning for the future

2.To target our resources to those with the 2. Working together with other partners to
greatest needs and reduce inequalities deliver objectives

3.To support children to have the best start in 3. Involving those with an interest and
life seeking their views

4.To work in partnership to support people — 4.Putting resources into preventing
individuals, families, carers, communities - to problems occurring or getting worse

achieve their own well-being

5.To improve the safety and quality of all 5.Considering impact on all well-being
services goals together and on other bodies

6.To respect people and their dignity

7.To listen to people and learn from their
experiences

Special Measures Improvement Framework Theme/Expectation addressed by this paper

http.//www.wales.nhs.uk/sitesplus/861/paqge/81806

Equality Impact Assessment

(If no EqIA carried out, please briefly explain why. EqIA is required where a change of policy or direction
is envisaged and/or where budgets are being reduced. It is particularly important that the biggest, most
strategic decisions are subjected to an EqIA — see http://howis.wales.nhs.uk/sitesplus/861/page/47193 )

Disclosure:
Betsi Cadwaladr University Health Board is the operational name of Betsi Cadwaladr University Local Health Board

Board/Committee Coversheet v10.0




Betsi Cadwaladr University Health Board
Terms of Reference and Operating Arrangements

DIGITAL AND INFORMATION GOVERNANCE
COMMITTEE

1. INTRODUCTION

The Board shall establish a committee to be known as the Digital and Information
Governance Committee (DIG). The detailed terms of reference and operating
arrangements in respect of this Committee are set out below.

2. PURPOSE

The purpose of the Committee is to advise and assure the Board in discharging its
responsibilities with regard to the quality and integrity; safety and security and
appropriate access and use of information to support health improvement and the
provision of high quality healthcare.

The Committee will seek assurance on behalf of the Board in relation to the Health
Board’s arrangements for appropriate and effective management and protection of
information (including patient and personal information) in line with legislative and
regulatory responsibilities.

The Committee will also provide advice and assurance to the Board in relation to the
direction and delivery of the Informatics and Information Governance Strategies to
drive continuous improvement and support IT enabled health care to achieve the
objectives of the Health Board’s integrated medium term plan.

3. DELEGATED POWERS

3.1 The Committee, in respect of its provision of advice and assurance will, and
is authorised by the Board to: -

e oversee the development of the Health Board’s strategies and plans
for maintaining the trust of patients and public through its
arrangements for handling and using information, including
personal information, safely and securely, consistent with the
Board’s overall strategic direction and any requirements and standards
set for NHS bodies in Wales;

e oversee the direction and delivery of the Health Board’s informatics
and information governance strategies to drive change and
transformation in line with the Health Board’s integrated medium term
plan that will support modernisation through the use of information and
technology;



e consider the information governance and informatics implications
arising from the development of the Health Board’s corporate
strategies and plans or those of its stakeholders and partners;

e consider the information governance and informatics implications for
the Health Board of internal and external reviews and reports;

e oversee the development and implementation of a culture and process
for data protection by design and default (including Privacy Impact
Assessments) in line with legislation (e.g. General Data Protection
Regulation).

3.2 The Committee will, in respect of its assurance role, seek assurances that
information governance and the informatics (including patient records) arrangements
are appropriately designed and operating effectively to ensure the safety,
security, integrity and effective use of information to support the delivery of high
quality, safe healthcare across the whole of the Health Board'’s activities.

3.3 To achieve this, the Committee’s programme of work will be designed to ensure
that, in relation to information governance, informatics and patient records:

there is clear, consistent strategic direction, strong leadership and
transparent lines of accountability;

there is a citizen centred approach, striking an appropriate balance
between openness and confidentiality in the management and use of
information and technology;

the handling and use of information and information systems across the
organisation is consistent, and based upon agreed standards;

there is effective communication, engagement and the workforce is
appropriately trained, supported and responsive to requirements in relation
to the effective handling and use of information (including IT Systems) —
consistent with the interests of patients and the public;

there is effective collaboration with partner organisations and other
stakeholders in relation to the sharing of information in a controlled
manner, to provide the best possible outcomes for its citizens (in
accordance with the Wales Accord for the Sharing of Personal Information
and Caldicott requirements);

the integrity of information is protected, ensuring valid, accurate, complete
and timely information is available to support decision making across the
organisation;

the Health Board is meeting its responsibilities with regard to the General
Data Protection Regulation, the Freedom of Information Act, Caldicott,
Information Security, Records Management, Information Sharing, national
Information Governance policies and Information Commissioner’s Office
Guidance;



I The Health Board is safeguarding its information, technology and networks
through monitoring compliance with the Security of Network and Information
Systems regulations and relevant standards;

1 all reasonable steps are taken to prevent, detect and rectify irregularities or
deficiencies in the safety, security and use of information, and in particular
that:

= Sources of internal assurance are reliable, and have the
capacity and capability to deliver;

= Recommendations made by internal and external
reviewers are considered and acted upon on a timely basis;

= Lessons are learned from breaches in the safe, secure and
effective use of information, as identified for example through
reported incidents, complaints and claims; and

= Training needs are assessed and met.

I receive assurance on the delivery of the informatics and information
governance operational plans including performance against the annual
Informatics Capital Programme;

I seek assurance on the effectiveness and impact of the Health Board’s
Digital Transformation Plans;

e seek assurance on the performance and delivery of the rollout of the core
national IT systems which could have significant impact on the Health
Board’s operational services and escalate to the Board as appropriate.

3.4 The Committee will receive assurance on compliance with key performance
indicators in relation to the quality and effectiveness of information and information
systems against which the Health Board’s performance will be regularly assessed.

3.5 Maintain oversight of the effectiveness of the relationships and governance

arrangements with partner organisations in relation to informatics and information
governance. This will include NHS Wales Informatics Service (NWIS).

4. AUTHORITY

41 The Committee may investigate or have investigated any activity within its
terms of reference. It may seek relevant information from any:

e employee (and all employees are directed to cooperate with any legitimate
request made by the Committee); and

e other committee, sub-committee or group set up by the Board to assist it
in the delivery of its functions.



4.2

4.3

4.4

May obtain outside legal or other independent professional advice and to
secure the attendance of outsiders with relevant experience and expertise if it
considers it necessary, in accordance with the Board’s procurement,
budgetary and other requirements;

May consider and where appropriate, approve on behalf of the Board any
policy within the remit of the Committee’s business;

Will review risks from the Corporate Risk Register that are assigned to the
Committee by the Board and advise the Board on the appropriateness of the
scoring and mitigating actions in place.

5. SUB-COMMITTEES

5.1

The Committee may, subject to the approval of the Health Board, establish
sub-committees or task and finish groups carry out on its behalf specific
aspects of Committee business.

6. MEMBERSHIP

6.1

6.2

Members
Four Independent Members of the Board
In Attendance

Executive Medical Director (lead director)

Chief Information Officer, Informatics

Board Secretary/ Senior Information Risk Owner (SIRO)

Caldicott Guardian

Assistant Director Information Governance & Assurance/ Data Protection
Officer (DPO)

6.2.1 Other Directors/Officers will attend as required by the Committee
Chair, as well any others from within or outside the organisation who the
Committee considers should attend, taking into account the matters under
consideration at each meeting.

6.2.2 Trade Union Partners are welcome to attend the public session of the
Committee

6.3 Member Appointments

6.3.1 The membership of the Committee shall be determined by the Chairman of

the Board taking account of the balance of skills and expertise necessary to
deliver the Committee’s remit and subject to any specific requirements or
directions made by the Welsh Government. This includes the appointment of
the Chair and Vice-Chair of the Committee who shall be Independent
Members.



6.3.2 Appointed Independent Members shall hold office on the Committee for a

period of up to 4 years. Tenure of appointments will be staggered to ensure
business continuity. A member may resign or be removed by the Chairman of
the Board. Independent Members may be reappointed to the Committee up
to a maximum period of 8 years.

6.4 Secretariat

6.4.1 Secretary: as determined by the Board Secretary.

6.5 Support to Committee Members

6.5.1 The Board Secretary, on behalf of the Committee Chair, shall:

e Arrange the provision of advice and support to Committee members on
any aspect related to the conduct of their role; and

e Ensure the provision of a programme of development for Committee
members as part of the overall Board Development programme.

7. COMMITTEE MEETINGS

71

7.2

7.3

Quorum

7.1.1 At least two Independent Members must be present to ensure the
quorum of the Committee, this should include either the Chair or the Vice-
Chair of the Committee. In the interests of effective governance it is expected
that at least one of those named officers listed above will also be in
attendance.

Frequency of Meetings

7.2.1 Meetings shall be routinely be held on a quarterly basis.

Withdrawal of individuals in attendance

7.3.1 The Committee may ask any or all of those who normally attend but

who are not members to withdraw to facilitate open and frank discussion of
particular matters.

8. RELATIONSHIP & ACCOUNTABILITIES WITH THE BOARD AND ITS
COMMITTEES/GROUPS

8.1

Although the Board has delegated authority to the Committee for the exercise
of certain functions as set out within these terms of reference, it retains
overall responsibility and accountability for ensuring the quality and safety of
healthcare for its citizens through the effective governance of the
organisation.



8.2 The Committee is directly accountable to the Board for its performance in
exercising the functions set out in these Terms of Reference,

8.3 The Committee, through its Chair and members, shall work closely with the
Board’s other Committees including joint committees/Advisory Groups to
provide advice and assurance to the Board through the:

8.3.1 joint planning and co-ordination of Board and Committee business; and
8.3.2 sharing of information

in doing so, contributing to the integration of good governance across the
organisation, ensuring that all sources of assurance are incorporated into the
Board'’s overall risk and assurance arrangements.

8.4 The Committee shall embed the corporate goals and priorities through the
conduct of its business, and in doing and transacting its business shall seek
assurance that adequate consideration has been given to the sustainable
development principle and in meeting the requirements of the Well-Being of
Future Generations Act.

9. REPORTING AND ASSURANCE ARRANGEMENTS

9.1 The Committee Chair shall:

9.1.1 report formally, regularly and on a timely basis to the Board on the
Committee’s activities via the Chair's assurance report, the presentation of
an annual report; and membership of the Health Board’s committee business
management group.

9.1.2 ensure appropriate escalation arrangements are in place to alert the
Health Board Chair, Chief Executive or Chairs of other relevant committees of
any urgent/critical matters that may affect the operation and/or reputation of
the Health Board.

9.2 The Board Secretary, on behalf of the Board, shall oversee a process of
regular and rigorous self-assessment and evaluation of the Committee’s
performance and operation.

10. APPLICABILITY OF STANDING ORDERS TO COMMITTEE BUSINESS

10.1 The requirements for the conduct of business as set out in the Standing
Orders are equally applicable to the operation of the Committee, except in the
following areas:

e Quorum

11. REVIEW

11.1 These terms of reference and operating arrangements shall be reviewed
annually by the Committee and any changes recommended to the Board for
approval.



Date of approval by the Board 25.7.19
V2.0
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Report Title: 2019/2020 Revised Informatics Operational Plan

Report Author: Tracy Williams, Head of Informatics Performance & Improvement
Responsible Dr David Fearnley, Executive Medical Director

Director:

Public or In Public

Committee

Purpose of Report: | The purpose of this report is to provide the Digital and Information
Governance Committee with a revised copy of the Informatics
Operational Plan for 2019 2020 which has been updated as planned to
include:-

Informatics Discretionary Capital Allocations: As detailed within the
operational plan Net funding after agreed commitments is £2.775M.
Over 80 percent of spends (£2.459M) are allocated to Digital
Infrastructure projects, this is consistent with spends in previous years.
Spend is primarily:-

- to maintain or enhance IT security, this includes projects
such as the Access Control System Replacement and
phase 2 of the Perimeter security upgrade,

- to improve or maintain business continuity, this includes
projects such as Core Telephony systems and the
procurements and installation of uninterrupted power supply
and cooling resilience in YGC data centre.

- Spend also remains focused on replacement of hardware
that is end of life. This includes ongoing replacement or
provision of Hardware i.e. laptops, desktops, and a paging
system replacement in the West.

Whilst the primary focus of the programme is to maintain the existing
asset base based on associated risks; it has allocated some
investment for “other” schemes. These will provide the building blocks
of a single patient view i.e. DHR Programme or provide software to
support data driven decision making e.g. clinical outcome
measurement recording.

Informatics Revenue Allocations: The revenue allocation for 2019/20
is £16.871M. This budget reflects a net decrease of £150K from the
2018/19 opening position of £17,021M




Pay is predicted to account for £12,882M of budget with the remaining
allocated to non-pay. The most significant areas of non-pay
expenditure are anticipated to be computer maintenance (1.17M),
Computer software and licence fees (0.925M) and telephone rental
(0.65M).

2019/20 resource plans include the introduction of deputy posts to
support leadership and management within ICT and Health Records
services. Business Analyst roles are also scheduled for introduction to
align people, process and technology more closely with strategy and
vision to improve patient care and flow.

Other significant revisions within the Operational Plan which were not
originally anticipated:-

e The Governance structure has been revised (Figure 4), to
include the Digital and Information Governance Committee.

e The operational plan no longer reflects a commitment to
“‘complete pilot studies for WCCIS that commenced in 2018
2019”. Instead, it commits to investigate options to pilot the
Welsh Community Care Information System to inform solutions
for community staff and integrated workings. Contractual
discussions are ongoing relating to pilot costs and functionality
delivery to specification. Further direction will be required via
appropriate governance structures.

Priority Projects detailed within the plan remain as previously defined
and approved. These are also reflected in the 3 year forward plan
(IMTP) and have been subject to approval via this method. They are :-

» Phase 3 of Welsh Patient Administration Project (PAS)
which will replace the Commercial PAS system in the West

» Investigation of options to pilot the WCCIS to inform
solutions for community staff. — refined as detailed

» Reconstitution of the Welsh Emergency Department
System project. This will upgrade the Emergency
Department System in the East (phase 1) and extend
instances to Central and West (phase 2 and 3 TBA)

* Phase 2 of a local Digital Health Record, which will
strengthen our investment and approach to the delivery of
an electronic patient record.

+ Completion of a business case for the storage of Health
Records in Central

» Transition program to review the management
arrangements for ensuring good record keeping across all
patient record types.

» Delivery of information content to support flow/efficiency

* Rolling programmes of work to maintain / improve the
digital infrastructure e.g. migration of telephone
infrastructure from an end of life solution to one which is




fully supported and capable of underpinning service
change e.g. single call centre

» Provision of infrastructure and access to support care
closer to home

Note, Projects which Informatics is supporting (as opposed to leading
on) or which are classed as “business as usual”’ have been removed
from the operational plan to streamline reporting e.g. Neopost, Welsh
Image Archiving Solution (PACS).

Approval / Scrutiny
Route Prior to
Presentation:

The draft Informatics operational plan for 2019 2020 was discussed at
the DTG in January 2019. Comments that were provided by group
members and wider planning leads were incorporated where possible.

In February the plan received further scrutiny and approval from the
IGIC pending updates to capital and revenue allocations, which were
unknown at the time.

In May 2019, financial allocations were formally agreed via appropriate
Governance Structures (e.g. CPMT, F & P) which have enabled their
inclusion into this version.

In July 2019, this revised plan was resubmitted to the DTG for
discussion and “Information”.

Governance issues
| risks:

None highlighted

Financial
Implications:

Whilst pay is predicted to “underspend” in the initial quarters of
2019/20, the rate of underspend is anticipated to decrease as
recruitment from the last quarter of 2018/19 takes effect and resource
plans for the initial quarters of 2019/20 are enacted.

This will affect “underspend” and the extent to which Informatics can
support the reduction of the organisations deficit. Delays to WCCIS
have resulted in an agreement to return “£200k” from Informatics
budgets to support the deficit. This figure is likely to be revised.

Recommendation:

The DIGC are asked to:-
1. note the inclusion of Financial information and additional
unplanned revisions i.e. governance structure and WCCIS.
2. receive and approve the final revised operational plan.

Health Board’s Well-being Objectives v | WFGA Sustainable Development |

(indicate how this paper proposes alignment with
the Health Board’s Well Being objectives. Tick all
that apply and expand within main report)

Principle

(Indicate how the paper/proposal has
embedded and prioritised the sustainable
development principle in its development.
Describe how within the main body of the
report or if not indicate the reasons for this.)




1.To improve physical, emotional and mental
health and well-being for all

1.Balancing short term need with long
term planning for the future

2.To target our resources to those with the
greatest needs and reduce inequalities

2.Working together with other partners to
deliver objectives

3.To support children to have the best start in
life

3. Involving those with an interest and
seeking their views

4.To work in partnership to support people —
individuals, families, carers, communities - to
achieve their own well-being

4 Putting resources into  preventing
problems occurring or getting worse

5.To improve the safety and quality of all
services

5.Considering impact on all well-being
goals together and on other bodies

6.To respect people and their dignity

7.To listen to people and learn from their
experiences

Special Measures Improvement Framework Theme/Expectation addressed by this paper

http.//www.wales.nhs.uk/sitesplus/861/paqge/81806

Equality Impact Assessment

EqlA is not required as a change of policy or direction is not envisaged and/or budgets are not being

reduced.

Disclosure: Betsi Cadwaladr University Health Board is the operational name of Betsi Cadwaladr University Local Health Board

Board/Committee Coversheet v10.0
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The Informatics Operational Plan for 2019/20
complements the Health Board’s Three Year
Plan for 2019/22. This plan provides additional
detail on what Informatics will do over the
coming year to support the Three Year Plan
and its long-term vision.

It summarises the projected resources that are
available to support the plan. It also details the
monitoring and reporting arrangements, which

are in place to ensure appropriate governance.

It is acknowledged that the NHS will continue to
face significant challenges due to increasing
demand, a growing and aging population, rising
expectations and financial constraints. It must
do this with an absolute focus on the delivery of
high quality health services and the
demonstration of best value for taxpayers’
money, whilst bringing care closer to home (:2),
Informatics is a crucial enabler in meeting the
challenges by bridging service divides and
enabling change through digitally enabled care.
Informatics is widely acknowledged to be
“‘important to the future sustainability of NHS
Wales, supporting the delivery of better
outcomes for patients and making more
efficient and effective use of scarce financial
and human resources” &45),

As an enabler, Informatics will be required to
support the delivery of a seamless and
sustainable service required by The Social
Services and Well Being (Wales) Act 2014 and
the Well Being of Future Generations (Wales)
Act 2015.

Throughout 2018/19, Informatics delivered a
meaningful programme of work to meet
challenges ©), it:-

e Increased bandwidth and processing
capacity and improved business continuity
by delivering several Discretionary Capital
schemes designed to reconfigure,
rationalise and support business continuity
e.g. Public Sector Broadband Aggregation
(PSBA) and data centre expansion (East).

e Delivered services in challenging
circumstance. Enacting Business
Continuity Plans for Health Records as a

result of Library infrastructure failings in
Central.

e Moved closer to rationalising core systems
by upgrading the Welsh Patient
Administration System (WPAS) in East
(phase 2 of the project).

o Entered into an agreement with the Welsh
Government to host a centre of excellence
for Small Business Research Initiatives
(SBRI) within Health on behalf of Wales
and established the centre.

Progress was achieved in the face of significant
constraints. These constraints remain,
providing context for this plan.

Strategically; whilst the high-level vision for the
National Welsh Informatics Service (NWIS) is
clear, there remains a need for greater direction
on “once for Wales” priorities and addressing
known barriers to progress. Many National
systems have been significantly delayed. Itis
widely acknowledged and reported that there is
a substantial way to go until “outdated IT
systems are replaced” @) and that required
resilience and functionality is in place to support
patient care and underpin service
transformation 45, Despite clear failings to
deliver, the Auditor General has found little
reason to be optimistic that things are
changing” 39,

Locally despite progress against special
measures action, the Health board continues to
face significant challenges in relation to the
financial position and some key areas of
performance. This includes Informatics targets
such as clinical coding timeliness and clinical
coding completeness.

The historic under investment in Informatics
Services *7:89) poth Nationally and Locally
mean that constraints are faced with supporting
transformation and service efficiency ®). This
leads us to maintain an approach of “keeping
the lights on”

The plan remains consistent with the approach
of preceding years, which is to implement
technology, to maintain and improve our
existing infrastructure and systems whilst
supporting patient care, service transformation
and growing our capacity and capability.



This annual plan is derived from a rolling five-year plan, which is
detailed in Appendix 1. The plan has been developed to underpin
service needs and support the delivery of a number of strategic
developments in Digital Records, Analytics, Information
Management and Information Communications Technology.

Our 2019/20 plan sets out what we will do over the coming year to
support the delivery of our vision which is based on principles from
“Informed Health and Care; A digital Health and Care strategy for
Wales (2015). We believe that Informatics driven work will
produce:-

OUR VISION

FOR MANAGERS & STAFF
Instant access to information on

FOR HEALTH CARE PROFESSIONALS

Fast modern computers; up to date office
automation software; Instant messaging and the health system to improve
telephony and the ability to work anywhere. Our operations e.g. waiting lists;
health professionals will have access to an electronic booking of patients; progress to
targets; service intelligence and

FOR PATIENTS

Instant access to information to
keep them healthy and to
support active participation in
care; where they are on waiting
lists details of appointments (and patient record wherever they are. Our optimised
the ability to change them); systems will support the clinical work rather than operational information
visibility of results; and other create admin overheads and will be available to highlighting day to day running.
correspondence. partner professional groups GPs and social services Automation of routine tasks to
to support patient care and care closer to home. support a digital first philosophy.

Our approach and pace to deliver the vision considers resource
availability, National, local and legislative context which influences
priorities, direction and pace of delivery and our previously
published “guiding principles” (19).

Our continued need to “get the basics right” and focus on the
delivery of objectives, will result in limited opportunities to introduce
new or additional technology outside of those identified within this
plan or emergent priorities, which are driven by legislative or safety
requirements. Any that are, will need to be agreed and prioritised
against criteria aligned to strategic objectives, statutory compliance,
service need, (e.g. by reducing risk or enhancing continuity), or the
delivery of transformational/ financial benefits. They must also be

delivered within the resource available to maintain financial
sustainability.

Informatics Objectives

In line with the 2018/19 plan, the 2019/20 plan will be achieved
through implementing a range of incremental projects to deliver the
following objectives:-

Figure 1; Informatics Objectives

Digital Roadmap; Adopting a digital by default principal,
capturing data once and reusing it, minimising the use of
paper and working towards “paper free at the point of care™
The building blocks of a single patient view which those
receiving. providing or supporting patient care can access

Data Driven Decision Making; providing tools to put data
from a variety of sources at the hearnt of decision making in a
timely and user friendly manner. Providing insights to inform
effective decisions through synthesising information from a
wvariety of sources

Underpinning service transformation; Supporting services
to combine technological opportunities with new business
processes, that enable us to meet our Local and MNational
responsibilities

Digital Mobile Workforce: providing digital tools to support
staff to undertake duties. work together and communicate
effectively from a variety of locations. Reducing overheads,
supporting strategies and enabling "time to care”

Managing Innovation and emerging technologies_
Learming and Innovating by providing accelerators of digital
transformation. Collaborating with innovators and
entrepreneurs and suppliers to encourage innovation

Digital Infrastructure; Providing,. developing and maintaining
a secure, flexible and robust infrastructure to enable a digital
future. Getting the "basics right™ and building an Infrastructure
to support transformation

Workforce Development, Transparency, Sustainability
and Standards. Nurturing a digital culture throughout the
organisation. Supporting staff to develop and provide services
that meet the efficiency. quality and sustainability challenges
that we face. Adopting evidence based best practice and
meeting our legislative regquirements

Priorities for 2019/20

The plan for 2019/20 depicted on page 6 is year one of the digital
health section of BCU’s Three Year Plan and year one of the rolling
5 year plan which forms Appendix 1.

000606



It catalogues the projects that will be undertaken to deliver each of
the objectives listed. High-level timescales for projects are
detailed along with “rolling” schemes and anticipated

benefits.
@ As shown, Nationally based Informatics priorities that will
further our “Digital Roadmap” include:-

e Phase 3 of the Welsh Patient Administration Project, which
supports the acute hospital care programme. In 2019/20, we
will work to replace the commercial patient administration
system that is currently in use in the West. During this time
we will also underpin service transformation by continuing
to standardise processes related to this system before
merging three instances of the administration system into one
unified National system circa 2020 2221/22 (phase 4).

Cost savings circa £140k per annum will be realised once we have
achieved a single instance of the Welsh Patient Administration
System (WPAS). This will contribute to the reduction of our
financial deficit. (Central phase 1 was completed in 2017 2018;
East phase 2 was the focus for 2018 2019 and West is phase 3).

A unified WPAS will pave the path for data sharing between other
National systems (via interfaces) and “unlock” functions of National
Systems, which rely on a single data feed e.g. supporting Patient
Reported Outcome Measures (PROMs) and Patient Experience
Measures (PREMS). Enhancements to the National Patient
Administration System which are planned will also partly support
the management of patients along a Single Cancer Pathway (via
functionality referred to as Tracker 7).

Investigating options to pilot the Welsh Community Care
Information System to inform solutions for community staff and
integrated workings. Assuming functionality delivery to
specification and plans for WCCIS, the 2020 2023 focus will
move to a phased implementation in conjunction with partners
and in line with best value to deliver the integrated Health and

Social care system. This system underpins transformation as it is
designed to enable Health and Social Care professionals to work
together to provide care closer to people’s homes. This project
therefore supports Mental Health and Care Closer to Home
programmes.

Re-constituting the previously paused Welsh Emergency
Department System project which assists with the management
of the patient within the Emergency department and the patients’
pathway. This project will support the unscheduled care
programme to transform the way that our Health Professionals
work in delivering services and improving patient care. Its final
phase circa 2022 2023 will result in a single Welsh Emergency
Department System across BCU. This is dependent upon a
single PAS.

To supplement these Nationally based priorities and to accelerate
the Health Board’s journey to an electronic patient record, Digital
Roadmap priorities in figure 2 also include a number of local
innovative solutions. These aim to bridge the well-publicised
challenges and gaps of National solutions (345) :-

Completing the deployment of the paediatric nursing mobile
Application (CHAI = Connected Healthcare Administrative
Interface) on the acute paediatric wards within our hospitals. This
will focus on the continued digitisation of nursing records and the
use of mobile devices to move process closer to the patient’s
bedside. Efficiency savings in nursing administrative times have
been evidenced to be circa 30 percent for this project. This
project will be superseded with National nursing documentation
as available.

Phase 2 of a local Digital Health Record (DHR) Project will
strengthen our investment and approach to the delivery of an
electronic patient record. This project will see the creation and
installation of a local document repository that delivers and



receives outputs to and from National Products. It will support
the generation of electronic documents that will “build up” the
patients electronic record. As electronic records will support the
removal of barriers to multidiscipline and multi-site care this
project supports multiple transformation programmes, efficiency
and patient safety agendas.

Many of our objectives require us to maintain our emphasis
on getting the basics right, Data Driven decision making is
no exception. A concentration on process will be required to
leverage the benefits of the tools that we already have. Data
Driven decision making will only be possible if we have accurate
real time data to inform business intelligence. Specific priorities for
2019/20 therefore include:-
e Delivering content to support flow/efficiency based decisions
around real time admit discharge and transfer data.
e Outcomes in real time driven by clinicians that will also
support referral to treatment time measurement.

We will also continue work to provide administrative data to support

clinical engagement, improve data quality and patient care.

The Intelligent Reporting Information System will continue to be
developed in 2019/20, dashboards built upon content are planned
for bed management and infection control. Improved availability of
“‘meaningful” data will Underpin Service Transformation by
ensuring that data is available to support decision making.

Q In addition, to Underpin Service Transformation a
transition programme will be developed in 2019/20 that will
review the management arrangements to support good record
keeping across all patient record types (e.g. paper and digital).
These will include Mental Health (e.g. CAHMS, Drug and alcohol),
Radiology, Audiology, Posture & Mobility Service (formerly ALAC),
Sexual Health, Speech and Language Therapy, Community
Hospitals, Child Health, Podiatry, Emergency Department,

Physiotherapy, Occupational Health, Acute Records, Oncology,
Midwifery, Genetics, Diabetics, Primary Prisoner Clinical Record.
This programme and its outputs will be designed to meet legislative
requirements (GDPR) and to support the delivery of
recommendations detailed in Health and Social Care Advisory
Service and Ockenden reports.

2020 will be supported through dedicated resources that

@ Plans to enable a Digital Mobile Workforce during 2019

were appointed at the end of 2018/19. Priority projects

include:-

A phased and targeted expansion of Skype for business
which supports, instant messaging, group conversations and
content sharing. Efficiency and financial savings from this
project will be captured via the travel efficiencies group and
will contribute to BCU cost savings. NWIS has also
committed to enabling SKYPE services in GP practices to
support cluster working and enable easier communications.
Work will continue on the roll out of GovRoam across public
sector sites in North Wales. This will enable BCU staff to
connect to the BCU corporate Network from any Public Sector
Site or premises where wireless network coverage exists.
The initial roll out of GovRoam during 2018 has proved
successful in enabling access to support community working
for mobile users.

Extension of mobile technology for community resource teams
will also inform better use of mobile technology to support
daily duties and enable efficiencies

Digital mobile workforce priorities also include the extended
use of a tool that supports “single sign on” within all
Emergency Departments. Dedicated Research and
development for this tool will be scheduled to increase the
number of applications that can be accessed through it and to
investigate a “follow me anywhere desktop”.

Device testing for WCCIS is also planned pending delivery of
a mobile Application from NWIS.
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Neopost Implementation. Supporting an Estates project for more efficient ways to send Mail and
digital communications

Estates Planning

Provision of support for Health Board Wide Estates Reconfiguration Schemes e.g. YGC

Estates Planning

CODE BENEFIT EXPLAINATION

The objective underpins the deliver of strategic objectives for the Welsh government, the Health Board or Informatics e.g. the objective is essential to deliver care to the community etc.
The objective will improve or support the patients experience or outcome. This includes Direct Patient Benefits (DPB) and Indirect Patient Benefits (IPB). For example and upgrade to
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Strategic Benefit
Patient Benefit

Staff Benefit
Financial Benefit

Symphony will have a direct patient benefit by improving the number of patients even within 4 hours, or reducing Health records inefficiency through process improvements will indirectly

benefit the patient the patients by reducing the number of lost records.

The objective will improve or support staffs experience, satisfaction, workload. Etc. motivation and workload. As patients receive better care from staff who feel happier.
The objective will reduce costs current borne by Informatics or the Health Board or avoid costs altogether e.g. capital or revenue expenditure will be reduced 1% as a result of the objective

Compliance Benefit The objective will support or improve compliance against standards and legislation e.g. Health and Care, Data Protection







As access to health board systems and applications on mobile
devices becomes more commonplace a significant amount of work
will be required to ensure safe and secure integration of android
and apple devices to our networks.

To progress the Management of Innovation and
Emerging Technologies we will build upon 2018/19

foundations. Verbal commitment to fund the Centre of
Excellence for Small Business Research Initiatives within Health on
behalf of Wales has been provided for 2019/20 and beyond. Areas
of focus which will be progressed during 2019 2020 include working
with partners to identify ways to “support people to stay healthy and
remain independent irrespective of geography and connectivity
constraints”. The Centre also plans to collaborate with public
Health Wales in the initial quarters of 2019/20 in areas of unmet
needs.

Informatics will also seek to establish closer working relationships

with innovation forums both internally and externally to foster a

collaborative approach which will support and inform technological
advancements.

o As in previous years, Digital Infrastructure priorities will
orayay  remain the primary source of Informatics Discretionary
Capital spend; accounting for approximately 85 percent of
spend. Rolling programmes of work are and will always be required
to “get the basics right” and ensure that our digital infrastructure is
safe, secure and robust enough to enable a digital future.

Priority areas of work are listed on page 6, they include core
infrastructure upgrades and expansion/ consolidation of networks.
Replacement of obsolete server operating systems (2003 and
2008). Priorities shown also include the continuation of projects
such as the migration of our telephone infrastructure from an “end
of life” solution to one, which is fully supported and capable of
underpinning service change once fully implemented.

A requirement to more proactively manage and secure our data,
which is borne through the growing use of systems, the increased
collection of data to manage and support patients and improved
legislation (e.g. General Data Protection Regulations) will see an
increased concentration on the plethora of disparate systems
deployed throughout the health Board. Outputs for 2019/20 will
include security assessments and policies. The output of these
assessments will undoubtedly inform priorities for future years

~ Workforce Development, Transparency, sustainability
and Standards will form a core part of the work required for
2019/20 and beyond. Several Projects are planned and will
include:-

e Improving the safety and quality of our services. For example
whilst we are committed to digitising patient records, we will
need to ensure that the services that we deliver are safe,
effective and sustainable. A permanent solution for Health
Records storage in Ysbyty Glan Clwyd will be required circa
2022 2023 along with the delivery of a new clinic preparation
area in Ysbyty Gwynedd circa 2019/20 as we will remain
dependent upon paper records for some time

e Development of training programmes for System Owners
throughout BCU to mitigate risks relating to critical systems
managed by staff who lack appropriate knowledge and or
skills.

¢ Review our Informatics performance and assurance
framework to ensure continued confidence in the way we
work.

Whilst a number of initiatives will be furthered in 2019/20 we will
also need to spend time investigating; “additional” enablers,
reflecting upon gaps in National offerings, and building business
cases to support further work where appropriate. Our plans for
2020 and beyond may therefore be refined to reflect these.



Examples of initiatives/schemes that will be investigated in 2019/20
which will require additional funding are likely to include-
e Future phases of Digital Health Record and Health Records
Transition Programme
¢ Microsoft — Office 365 will be Nationally Procured, costs are
currently unknown, Health board Costs are anticipated to be
in the region of £1-2m in 2020/21
e Support for transformation work which is identified within the
Three Year Plan which will require Business Analysis
¢ Mobile working in community areas/teams.

Our plan will deliver a number of benefits as we move towards
delivering our vision. At a high level, this is depicted in figure 3.

As shown on page 6, deliverables have multiple anticipated benefits
e.g. improving the assurance of results management, which
provides benefits in all measurement areas. Analysis highlights
that strategic alignment will be furthered through the delivery of
multiple projects particularly those, which further the “Digital
Roadmap”, “Data driven decision making” or those which further a
“digital mobile workforce”. Similarly, to the 2018/19 projects the
greatest benefit areas from this year’s priorities are anticipated to

be to patient, staff and finance.

These will be furthered through the delivery of projects such as the
implementation of a single Patient Administration System, greater
integration of systems, the continued development of tools to
support the reporting and information needs of the organisation and
a focus to improve core infrastructure

Figure 3; Expected outcome of Plan on our Vision

EXPECTED OUTCOME OF PLAN ON OUR VISION

* Improved control of Personal
Data via the implementation
of the GDPR and records
transition programme.

+ Improved Access to Public
Internet wireless service on

FOR PATIENTS FOR HEALTH CARE PROFESSIONALS FOR MANAGERS & STAFF

* Support for the management
of patients along pathways and
instant access to data e.g.
delivery of dashboards

= Systems which are protected
from growing threats to cyber

* Progress towards rationalising systems and
standardised processes (WPAS)

* Provision of a bespoke departmental system to
support emergency care

* Wider availability of tools to support mobile

Health Board premises’ working Security.

* Arobust infrastructure that
supports patient care

+ Improved reminders for
appointments via texts

Challenges or risks to the delivery of the plan

= Safe Health Record Library
environment in Central.

+ Safe Clinic Preparation
environment in West.

= Improved infrastructure facilities to support fast
modern computers.

+ Continued roll out of IP Telephony to support
business continuity.

Challenges posed by the National Programme and a once
for Wales approach e.g. National Infrastructure and
Products which are nor delivered as specified or on time.
Balancing and improving the delivery of services whilst
meeting increasing demand and implementing new systems
or processes to support the needs of the Health board.
Ensuring that equipment is fit for purpose. An infrastructure
which is built upon aged systems proves difficult or
impossible to integrate to support everyday working or
service transformation in any meaningful way.

Capacity to invest in and maintain our infrastructure and
address critical risks resulting from aging IT equipment and
‘unsafe’ physical infrastructure.

Ability to contain demand for services and products in light
of emerging technology, service reconfiguration and wide
spread estates schemes.

Ability and capacity to effectively engage with the workforce
and for the workforce to embrace change management
processes required to leverage the benefits of technology.



e Healthcare professionals and leaders will need to reimagine
and advise on how work will need to be done.

Governance arrangements for Informatics which highlight the
groups and committees concerned with ensuring the overall
direction, effectiveness, supervision and accountability of
Informatics is depicted on page 10.

The Governance structure has been revised from the previous year
to show the Digital Transformation Group reporting to both the EMG
and the newly established Digital and Information Governance
Committee (DIGC). As shown in figure 4 the DIGC will largely
replace the Finance and Performance committee in relation to
Informatics Governance. It is anticipated that the committees remit
will support additional scrutiny by providing more time to focus on
Informatics related strategy, plans, performance, risks and issues.

Clinical leadership will continue to be provided by Medical and
Nursing Informatics officers who form part of the Informatics Senior
Management Team. This supports patient focus as clinical input is
at the core of all of our decisions including reviewing and agreeing
requests for resource, and transformation bids.

As noted within the diagram, approval of this operational plan is
gained from the IGIC on behalf of the Health Board. In agreeing
this document, the committee are confirming that:-

e They have provided scrutiny and assurance for the
Informatics Operational Plan.

e The Operational Plan is an accurate reflection of the
priorities that we need to deliver to support the visions and
plans of the Health Board and its partner agencies e.g. the
Welsh Assembly.

e The Operational Plan provides a comprehensive overview
of all key factors e.g. challenges and opportunities relevant
to the delivery of these plans.

10

Whilst the IGIC are responsible for approval and progress
monitoring, progress against elements within the plans may also be
provided to relevant committees upon request.

Progress against operational plans will be reported to the IGIC via
quarterly reports. Updates against the plan will be by ‘change or
exception’ and a year-end summary report will be produced.

Information
& Coding

Informatics services
were historically
delivered by five
functional areas as
depicted. During
2019/20, we will aim
to reconfigure our
services to four
functional areas
which will be
designed to support
operational
effectiveness and the
delivery of our operational and strategic plans. Interim
arrangements are currently in place to support this change

Information &
Communication
Technologies

Health
Records

Programmes &
Clinical Systems

Performance &
Improvement

During 2018/19, additional revenue resources were provided to
support service delivery, to fund approved cost pressures and for
specific projects (WCCIS). As a result Whole Time Equivalent
(WTE) budgeted numbers were increased by 17 to 422. Main
beneficiaries were Clinical Coding to address a previous cost
pressure, Health Records to support legislative changes and ICT to
support service delivery and reduce the risks posed by our over
reliance on temporary staff.



Informatics Governance Structure

Health Board

Digital and Information Governance
Committee

Overseas the direction and delivery of
Informatics strategy
Ensures alignmentand considers
implications of Informatics Strate gies
and Plans to wider strategies and plans
e_g. Health Board.
Maonitors progress against Informatics
strategies and plans
Manitor performance, efficiency
measures and local targets

Information Governance Group

®  Receive Chairs assurance report
from the Patient Records Group
Ta review health records risks that
are assigned to the Group and
advise on any risks requiring
escalation.

Patient Records Group
Previously known as the Health
Records Group. It aims to owersee
service quality and provision to
achieve theaim that all patient
records are up to date and arein the
right place, at the right time, every
time

Executive Management Group

=  Toowersee the waork of the Digital
Transformation Group

Quality Safety and Experience

Finance and Performance
Ratification of the (Informatics) Capita
Programme Progress monitoring of
Monitor progress of the (Informatics) recommendations made byinternal
Capital Programme and external audit

Issues relating to quality, safety and
users experience of services

P e —"

The group will agree national and local
Informatics priorities

Approve strategy, advise ofdirection
Approve projects to support digital

transformation and mandates for Informatics

Informatics User Group
The group aims to inform the
dewelopment and wark of all
Informatics services.

Capital Programme Management
Team
*  Approwve and monitor progress of the
(Infarmatics) Capital Programme

Example Groups Include

Pilot-Area East Digital Group

The group 3ims to strengthen engagement
between Informatics Services and East Area to
inform priorities/align objectives and stratesy.

System Owners Group

The group aims to strengthen
engagement between Informatics

Servicesand Systemn Owners

Informatics Senior Management Team

Head of ICT Services, Head of Information, Head of Performance & Improvement, Head of Digital Records, Medical/Nursing Information Officers

Staff Group
Formal group established to support B

encourage staff communication within
the within the Informatics service &
betweenits staff

Figure 4, Informatics Governance Structure

Operational Manapers Group
‘Group established to identify

operational solutions, issues and risks
that require escalation tothe Senior
Management Team
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Strategy, Partnerships and Population
Health

Maonitor the developmentand
Implementation of Integrated hMedium
term plans

Ensure the alignment of Informatics
strategy in the developmentofthe LHB
Strategic plans.

Approval of Informatics plans relating to
civil contingendes.



It is acknowledged that we have been slow to leverage the full benefits
that would have been available from the increased staffing due
recruitment timescales (all areas), a lack of suitable candidates (ICT
and Projects) and lead-time required to understand the impact of
legislative changes and design services appropriately (Health records).

Increased recruitment activities during the last two quarters of 2018/19
should enable full benefits of these posts in 2019/20 and full spends of
increased allocation in 2019/20.

Benefits which can be identified to date include a 20 percent reduction
in fixed term staffing from March 2018 to November 2018. Whilst
further reductions are anticipated and are required, reductions to date
will reduce risks to continuity of services and support the retention of
essential knowledge and skills.

Recruitment remains challenging for fixed terms posts that are required
for specific projects (WPAS, SBRI Centre). This has resulted in the
use of agency, bank staff and overtime. Whilst an increase WTE
actual will support service delivery in many areas it is acknowledged
that the nature of our work will always require some fixed term support.

29 percent of our workforce are aged over 50 and 19% are aged 30 or
below. Typically staff in the highest age bands hold the lengthiest
tenure (the greatest organisational memory) and benefit from higher
pay bands as they are employed in our most skilled roles.

Targeted programmes of work will be continue to mitigate risks. These
will include skill mix reviews; robust documentation of operating
processes, risk assessment reviews relating to over reliance on key
individuals and an additional focus on succession planning and
apprentice opportunities for roles which pose the greatest risk.

We will continue to invest in our staff to ensure that Informatics’
Professionals are well placed to inform and enable safe and efficient
health care. A review of Informatics training programmes which is
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linked to pay bands and informed by workforce data and Training
needs Analysis findings will be used to inform training plans and
provision for 2019/20

Professional training courses which were offered in 2018/19 such as
Project Management are likely to remain a feature and will help to
ensure a high level of professionalism within services with the numbers
of qualified practitioners increasing to service our expanding portfolios.
Training programmes for system owners will also be developed within
the first two quarters of 2019/20 based upon findings from training
needs analysis.

Findings from initiatives such as the HWB and lessons learnt from
setting up a “bank”, to service the SBRI Centre of Excellence will be
reviewed. It is anticipated that these will be used to inform a wider
“talent bank pilot” that will aim to support workforce sustainability and
succession planning within Informatics.

Whilst informal mentoring programmes are in place within Informatics

we will seek to formalise these and extend the offering this will enable
staff to benefit from the experience and networks of more experienced
colleagues and support their wider development needs.

December 2018 data shows that 80% of staff have received an
appraisal to review their performance and support their development
(BCU average of 60%) and that 92% of staff were fully compliant with
their mandatory training (BCU average of 84%). Established
programmes of work will continue in 2019/20 to maintain and improve
compliance by providing support to service areas with the lowest
compliance rates.

The staff group has lost prominence during 2018/19, a review of its
membership and remit will be conducted in 201/20 to ensure that it is
re-established and remains fit for purpose. Whilst the sickness
absence rate for Informatics is consistently below the BCUHB average,
areas of increased focus are likely to include staff health and well-
being as we look support staff through change and in busy and



pressure environments. The group will also identify and manage
improvements that are required following analysis of the Staff Survey
findings that were received in January 2019.

Our Draft Strategic Outline Programme (approvals will be requested in
Quarter 2) sets out the challenges of delivering our vision and
highlights that the draft forecast investment required for delivering
major digital transformation in the organisation over the next three
years stands at over £20m capital and £20m for revenue ©).

As Informatics fully acknowledges the requirement to operate within
the limits of the funding, available our plans are predicated on
resources, which are available.

The Welsh Assembly Government have confirmed that the Health
Boards discretionary capital allocation is £14.421M. £3M of this has
been allocated to Informatics to support “core Informatics replacement
and other priority schemes (11.12),

Informatics requirements for capital resources identified in planning the
2019 2020 programme totalled circa £4.4 million, which is less than
previous years as we have been clearer about our capacity to manage
any funds, which are allocated within year. However, this sum
outweighs the available funding.

This pattern is similar to previous years requiring a risk based
approach to prioritising schemes within the available resource
allocation. This has considered statutory compliance, service
continuity, risk reduction and the projects ability to transform services
and deliver benefits.

Changes in the 2018/19 expenditure profile for WPAS following fixed
allocations from WAG were managed through internal brokerage. The
commitment taken forward for 2019/20 is £225k . “net” funding after
agreed commitments is therefore £2.775M
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Figure 5 provides a summary of planned projects and spends that
have been mapped to strategic objectives which are outlined within the
operational plan. Over 80 percent of spends (£2.459M) are allocated
to Digital Infrastructure projects. This is consistent with spends in
previous years. The Digital Infrastructure schemes are designed to
“get the basics right” by providing developing and maintaining a
secure, flexible and robust infrastructure to enable a digital future.

Spend is primarily to maintain or enhance IT security, this includes
projects such as the Access Control System Replacement and the
Perimeter security upgrade (phase 2), to improve or maintain business
continuity, this includes projects such as Core Telephony systems and
the procurements and installation of uninterrupted power supply and
cooling resilience in YGC data centre. Spend also remains focused on
replacement of hardware which is end of life this includes ongoing
replacement or provision of Hardware i.e. laptops and desktops and a
paging system replacement in the West.

Whilst the primary focus of the programme is to maintain the existing
asset base, including associated risks; as indicated in figure 5 it has
allocated some investment for “other” schemes.

These will provide the building blocks of a single patient view i.e. EPR
Programme or provide software to support data driven decision making
e.g. clinical outcome measurement recording.

Delivery and monitoring of Capital schemes will be managed through
the Capital forum e.g. Capital Programme Management Team and
Finance and Performance Committee. Investments will be
reassessed throughout the year to reflect any changing quality, safety
or efficiency issues.



Figure 5; Summary of 2019/20 planned spends

DIGITALROADMAP

Welsh Patient Administration System - Phase 3 of4

Inc. 225k Re-provision. £225,000
EPR Programme £300,000
DATA DRIVEN DECISION MAKING
Auditbase - Clinical Outcomes £16,000
DIGITAL INFRUSTRUCTURE
Hardware Replacement £486,500
Single Sign On Expansion £60,000
Core Telephony Systems Replacement (Yr. 3 of 5) £390,000
FMS Crifical Monitoring Syslems {Pharmacy) £7,500
Access. Co.ntrol System Replacement (User and device £225.000
authentication
Perimeter Security Upgrade (firewalls). Phase 2 of 2 £60,000
Resilient Server Loads Balancers £20,000
Server Virtualisalion Expansion and Refresh (inc.
migration from Windows 2003 servers) £150,000
YG Radiclogy Network Cabinet refresh and coms room
baild £55 000
Preswylla sile infrastruchse replacement £60,000
Wireless Network Capacity Expansion £50,000
Completion of Data Centre 1 YGC bulld (Secondary UPS

: £200,000
and Cooling resiience)
Wide Area Network Data Circuit Upgrades £40,000
Paging Sysiem Replacement £180,000
Data Centre & Hub room(s) UPS and AirCon Maintenece

£25,000

and replacement
Local Area Network Switch Upgrades (DGH & £450.000
Community sites) '
TOTAL £3,000,000

During 2019/20 works will also continue to progress/complete the
following schemes funded through the All Wales Capital Programme.

o WPAS
e EDCIMs
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The revenue allocation for 2019/20 is £16.871M. This budget reflects
a net decrease of £150K from the 2018/19 opening position of
£17,021M. Table 1 highlights budget changes applied to provide the
2019/20 opening position.

2019 2020 Budget Position £'000

Opening Recurring Budget 2018/19 17,021
WTE from YG to Information 31
ICF WCCIS WG reduction -2
Clinical Coding from Community 5
Konica budget to West Area -10
WCCIS Savings -250
Refund of Telehealth -66
Closing recurring Budget 2019/20 16,729
2018/19 and 2019/20 pay award 761
2019/20 Savings -275
W(CCIS ICF funding withdrawn by WG -343
Konica budget to Mental Health West -1
M1 Recurring Budget 2019/20 16,871

Budget changes include reductions to WCCIS funding allocations in
2018/19 and 2019/20 which have been made to reflect project status ()
and the application of 2019/20 savings targets which is set at £275k.
Note any changes to savings targets may require a review of plans.

Budget changes also include increases in “Pay”, the most significant of
these is to fund the 2018/19 and 2019/20 pay award. In addition to
this, in April 2019 a non-recurring funding for the non-consolidated pay
award to staff on top of scales of £52k has also been applied. This has
resulted in a 2019/20 budget which is reported at £16,923. The
operational plan is based upon the availability of this resource.



In Financial Year ending 2018/19 Informatics contributed £1.069M
towards the health boards underlying deficit. The underspend was a
result of:-

e Delays to the WCCIS, resultant pay and non-pay savings circa
£432k.

e Anincreased budget of £1.482m from the 2017/18 position
awarded to increase resources and the full year effect of this
when recruitment plans and activities were required.

e Delays in enacting or delivering plans to leverage the benefits of
the funding including BCU wide recruitment controls imposed in
the final quarter of 2018/19 requiring appointments after
01.04.19.

Whilst pay is predicted to “underspend” in the initial quarters of
2019/20, the rate of underspend is anticipated to decrease as
recruitment from the last quarter of 2018/19 takes effect and resource
plans for the initial quarters of 2019/20 are enacted.

2019/20 resource plans include the introduction of deputy posts to
support leadership and management within ICT and Health Records
services. Business Analyst roles are also scheduled for introduction to
align people, process and technology more closely with strategy and
vision to improve patient care and flow.

Pay is predicted to account for £12,882M of budget with the remaining
allocated to non-pay. The most significant areas of non-pay
expenditure are anticipated to be computer maintenance (1.17M),
Computer software and licence fees (0.925M) and telephone rental
(0.65M).

The outcome of National Negotiations for Microsoft Licences is
anticipated to have a detrimental impact on budgets and has been
highlighted as a likely cost pressure going forward.
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Review of ce ana (Year 1 of 2)

WE ARE CURRENTLY SUPPORTING THE FOLLOWING PROJECTS

REPORTED AT

B
digital commu

PROJECT.
 Supporting an Estates project for more efficient ways t6 send Mail and
ations

Estates Planning

Provision of support for Health Board Wide Estates Reconfiguration Schemes e.g. YGC

Estates Planning

CODE BENEFIT

Strategic Benefit  The objective underpins the deliver of strategic objectives for the Welsh government, the Health Board or Informatics e.g. the objective is essential to deliver care to the community etc.

Patient Benefit The objective will improve or support the patients experience or outcome. This includes Direct Patient Benefits (DPB) and Indirect Patient Benefits (IPB). For example and upgrade to
Symphony will have a direct patient benefit by improving the number of patients even within 4 hours, or reducing Health records inefficiency through process improvements will indirectly

SA
PB

benefit the patient the patients by reducing the number of lost records.

EXPLAINATION

Staff Benefit The objective will improve or support staffs experience, satisfaction, workload. Etc. motivation and workload. As patients receive better care from staff who feel happier.
Financial Benefit  The objective will reduce costs current borne by Informatics or the Health Board or avoid costs altogether e.g. capital or revenue expenditure will be reduced 1% as a result of the objective
Compliance Benefit The objective will support or improve compliance against standards and legislation e.g. Health and Care, Data Protection
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Report Title: Informatics Operational Plan 2019/20: Progress Monitoring Report
Report Author: Tracy Williams, Head of Informatics Performance & Improvement.
Responsible Mr Dylan Williams, Chief Information Officer
Director:
Public or In Public
Committee

Purpose of Report:

This report is presented to the Digital and Information Governance
Committee (DIGC), to support its remit to receive and gain assurance
on the delivery of the Informatics Operational plan. The report
presents:-

1. Summary data to highlight progress against Informatics
Strategic Principles (page 4) which are detailed with the
2019/20 operational plan

2. Summary data that is reported directly to the Board to monitor
progress against the annual plan (page 5) for core Informatics
Projects (i.e. Digital Health Programme). More detailed
performance updates against the milestones of these projects
(page 6 to 8) are used to attribute status but are not subject to
standard submission / scrutiny by the board.

3. the Revenue and Capital position at the end of Quarter 1

Approval / Scrutiny
Route Prior to
Presentation:

The ratings which have been attributed to each of the Projects have
been assessed by the relevant lead for the project or milestones.

All the ratings have been reviewed and approved by the Chief
Information Officer (CIO).

Additional assurance is provided by the Informatics Performance and
Improvement department. They will request rationale for the ratings
given and sample test the anticipated verses achieved milestone
deliverables.

Governance issues
| risks:

Whilst good progress is evident at the end of quarter 1, it is clear that 3
projects will not be achieved as planned. This will require a change to
the operational plan.

WCCIS and the Paediatric Mobile Nursing Application (CHAI) have
been subject to previous exception reporting. These project underpin
the Digital Roadmap. Governance is supported through established
Project Boards who are aware of current status.




The Switchboard Paging and Rationalisation Programme has not been
subject to exception reporting, as it was not due to commence until
September. This project is intended to support the Digital
Infrastructure. Contractual discussions are ongoing. This is likely to
form a 2020 2021 priority.

Financial
Implications:

As detailed on page 4, whilst achievement is forecast and work has
commenced three projects are currently identified as Amber;

1. Transitioning Records Management. Funding is required to
support deliverables — this is being sought via the
HASCAS/Ockenden Improvement Board.

2. Internet Protocol Telephony (the business case has been
revised detailing extended timescales and increased costs — this
is being scrutinised / managed via Project Governance
structures) . The project is likely to cost £1million more than
predicted and extend from 5 years to 7.

3. YGC records Library. The YGC file library Programme Board
are developing a business case for a pan central file library,
timescales which need to be in line with the Mental Health
Services Business Case will be challenging.

Whilst non-pay is underspent in M3, an overspend position is
anticipated as the Microsoft enterprise agreement was re-negotiated
on an all Wales basis.

Renegotiation for what will be a three year contract was required as
the previous contract was due to expire on 30th June 2019. Microsoft
have moved to a full subscription model based on cloud services which
means that costs for the new agreement have been re-profiled using a
subscription based model based on licences (e.g. Windows 10) and
office 365 requirements. The implication is a considerable cost
increase to all Health Boards. Full year additional costs for this Health
Board will be circa £1.4million. The new contract will take effect from
quarter 2 of 2019 2020. As a result non-pay costs are predicted to
overspend as this is an unfunded cost pressure. The 2019 2020
impact is predicted to be circa £1million.

Although savings plans have been achieved this year only £75k is
achieved recurrently and there will be a pressure in future years until
recurrent savings are made. In addition, last year's savings achieved
non recurrently have rolled forward as a staff turnover factor (negative
Budget).

Recommendation:

The DIGC is asked to:-
1. receive thr report and scrutinise its content to gain assurance on
progress against the operational plan
2. note the financial implications highlighted

Health Board’s Well-being Objectives v | WFGA Sustainable Development |
(indicate how this paper proposes alignment with Principle




the Health Board’s Well Being objectives. Tick all
that apply and expand within main report)

(Indicate how the paper/proposal has
embedded and prioritised the sustainable
development principle in its development.
Describe how within the main body of the
report or if not indicate the reasons for this.)

1.To improve physical, emotional and mental
health and well-being for all

1.Balancing short term need with long
term planning for the future

2.To target our resources to those with the
greatest needs and reduce inequalities

2.Working together with other partners to
deliver objectives

3.To support children to have the best start in
life

3. Involving those with an interest and
seeking their views

4.To work in partnership to support people —
individuals, families, carers, communities - to
achieve their own well-being

4 Putting resources into  preventing
problems occurring or getting worse

5.To improve the safety and quality of all
services

5.Considering impact on all well-being
goals together and on other bodies

6.To respect people and their dignity

7.To listen to people and learn from their
experiences

Special Measures Improvement Framework Theme/Expectation addressed by this paper

http.//www.wales.nhs.uk/sitesplus/861/paqge/81806

Equality Impact Assessment

EqlA is not required as a change of policy or direction is not envisaged and/or budgets are not being

reduced.

Disclosure: Betsi Cadwaladr University Health Board is the operational name of Betsi Cadwaladr University Local Health Board

Board/Committee Coversheet v10







Informatics Operational Plan 2019/20: Progress Monitoring Report 1

r - Q)’“’?*;’;ﬂ ‘ i I ‘ i Bwrdd lechyd Prifysgol
- Betsi Cadwaladr

=~ . University Heaith Board
03,0 NHS Informatics"ﬁ

Content
About this Report

Executive Summary
Summary Progress against Strategic Principles

AW N

Digital Health: High Level Matrix
Digital Health: Milestone Level Summary of Progress Matrix

Exception Reporting

© 00 O O

Appendix A: Informatics 2019/2020 Operational plan

Put patients first ® Work together ® Value and respect each other ® Learn and innovate ® Communicate openly and honestly



Bwrdd lechyd Prifysgol
S * = | Betsi Cadwaladr
University Health Board

About this Report

Operational plan. The report presents:-

standard submission / scrutiny by the board.
3. the Revenue and Capital position at the end of Quarter 1

below).

This report is presented to the Digital and Information Governance Committee (DIGC), to support its remit to receive and gain assurance on the delivery of the Informatics
1. Summary data to highlight progress against Informatics Strategic Principles (page 4) which are detailed with the 2019/20 operational plan

2. Summary data that is reported directly to the board and used by them to monitor progress against the annual plan (page 5) for core Informatics Projects (i.e. Digital
Health Programme). More detailed performance updates against the Milestones of these projects (page 6 to 8) which is used to attribute status and is not subject to

The ratings which have been attributed to each of the Projects have been assessed by the relevant lead for the project or Milestones. All the ratings have been reviewed
and approved by the Chief Information Officer (CIO). Additional assurance is provided by the Informatics Performance and Improvement department who will request
rationale for the ratings given and sample test the anticipated verses achieved milestone deliverables.

Where a red or amber rating is applied to any project in any month, a short narrative is provided to explain the reasons for this and any actions being taken to address.

To interpret this report, it is necessary to note the basis of the rating which provides a succinct forecast of delivery, combined with an assessment of relative risk (matrix

Feedback is welcomed on this report and how it can be strengthened. Please email tracy.williams3@wales.nhs.uk

Every Month End

By year end Actions depending on RAG rating given

Red Off track, serious risk of, or will not be achieved Not achieved |Where RAG givenis Red: - Please provide some short bullet points expaining why, and what is being done to get back on track.
- Achievement as forecast; work has commenced; some risks being actively managed N/A Where RAG is Amber: No additional information required
Green On track for achievement, no real concerns Achieved Where RAG is Green: No additional Information required
Purple Achieved N/A Where RAG is Purple: No additional Information required

Informatics Operational Plan 2019/20
Monitoring of Progress against Actions and Milestones QU arter 1
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e Executive Summary &
The Informatics Operational Plan for 2019/2020 has 49 projects which are linked to and intended to deliver 7 Strategic principles and objectives. As highlighted on page 4
progress is being made against all of the principles and objectives. At the end of quarter 1, two projects have completed as scheduled; the approved installation of Medicine
Transcribing and Electronic Discharge (MTeD) in several areas in West and Central e.g. Medical, Surgical, Paediatrics, Cancer Services, Gynaecological and community
Hospitals,. This will minimise the use of paper and provide primary care with timely discharge notifications. A business case is being developed to evidence base any future
roll out/phases. Phase 2 of the East upgrade of the Welsh Patient Administration System Project also completed to plan. This is a building block of our digital Roadmap

and progresses the journey to a single PAS as we move from phase 2 to phase 3 (West Implementation) of 4 (single instance).

As detailed on page 4, the majority of projects (32) are on track with no real concerns. Whilst achievement is forecast and work has commenced 3 projects are currently
identified as Amber; Transitioning Records Management (funding is required to support deliverables — this is being sought via the HASCAS/Ockenden Improvement Board),
Internet Protocol Telephony (the business case has been revised detailing extended timescales and increased costs — this is being scrutinised / managed via Project
Governance structures) and YGC records Library (the YGC file library Programme Board are developing a business case for a pan central file library, timescales which need
to be in line with the Mental Health Services Business Case will be challenging) .

Whilst good progress is evident at the end of quarter 1, it is clear that 3 projects will not be achieved as planed. This will require a change to the operational plan. WCCIS
and the Paediatric Mobile Nursing Application (CHAI) which underpins the Digital Roadmap. The Switchboard Paging and Rationalisation Programme which is intended to
support the Digital Infrastructure

WCCIS has been subject to exception reporting for some time due to gaps in functionality. In July 2019 the supplier accepted that developments are required and has
agreed to provide a roadmap for development of the system by the end of September. This will inform Aneurin Bevan’s (AB) deployment of the product possibly in 2019
2020. Following these delays, the planned implementation of the BCUHB intended pilot could not commence prior to February 2020. The Programme Board are due to
meet in the next few months to discuss current state and agree next steps. Similarly the CHAI project has been subject to exception reporting for some time. This project
is now on hold due to concerns regarding the ability of the product to be developed further within the terms of our Standing Financial Instructions. A full review of the
viability of developing the product is underway via Project Governance structures.

Whilst phase three of the paging systems rationalisation Project was not due to commence until the end of quarter 2 installation issues and phases one and two (East and
Central) and ongoing accountability discussions which require resolution with the supplier mean that this project is no longer feasible within year. This is likely to form a
2020 2021 project. Emerging Capital Priorities have been received relating to Health Records and other core Infrastructure. Business cases detailing the requirement and
the associated risks are currently being assessed.

Informatics Operational Plan 2019/20
Monitoring of Progress against Actions and Milestones QU arter 1
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Summary Progress against Strategic Principles

The Informatics Operational Plan details all of the projects that Informatics is aiming to further or deliver during 2019 2020 (49). As
detailed within the plan, all projects are linked to strategic principles and objectives. These are listed below, a high level overview of
progress against each objective is also provided e.g. number of projects and project status. Further detail can be provided.

Strategic Principle Objective Qtrl Qtr2 Qtr3 Qtr4 High Level Overview
Adopting a digital by default principal, capturing data once and reusing it, minimising the use of paper and working 16 Projects detailed within the plan
towards "paper free at the point of care". 11 Reported as on track
@ Digital The building blocks of a single patient view which can be accessed by those receiving, providing or supporting 2 Due to close and completed as scheduled (WPAS East & MTeD)
Roadmap patient care. 1 Due to commence in Qtr 3
2 Project are currently reported as Red - WCCIS and CHAI
Providing tools to put data from a variety of sources at the heart of decision making in a timely and user friendly 3 Projects detailed within the plan.
@ Data Driven manner. Providing insights to inform effective decisions through synthesising information from a variety of sources. 3 Reported as on track for achievement.
Decision Making
Supporting services to combine technological opportunities with new business processes, that enable us to meet our 4 Projects detailed within the plan.
Q Underpinning Local and National responsibilities. 2 Reported as on track
Service . 1 Due to commence in Qtr 2.
Transformation S L
1 Project is currently reported as Amber - Transitioning Records
management
Providing digital tools to support staff to undertake duties, work together and communicate effectively from a variety 4 Projects detailed within the plan.
@ Digital Mobile of locations - reducing overheads, supporting strategies and enabling "time to care". 4 Reported as on track
Workforce
Learning and Innovating by providing accelerators of digital transformation. Collaborating with innovators and 2 Projects detailed within the plan
Managing Innovation entrepreneurs and suppliers to encourage innovation. 1 Reported as on track
& Emerging 1 Due to commence in Qtr 3
Technologises
Providing, developing and maintaining a secure, flexible and robust infrastructure to enable a digital future. 14 Projects detailed within the plan
(] 9 Reported as on track
&S00 Digital 3 Due to commence in Qtr 3.
Infrastructure 1 Project is currently reported as Amber - IPT
1 Project is Red - Switchboard and Paging system rationalisation.
Formal change control pending 2020/2021 Priority.
Nurturing a digital culture throughout the organisation to enable staff to tell us how they want to work. Supporting 6 Projects detailed within the plan
Workforce Development, staff to develop and provide services that meet the efficiency, quality and sustainability challenges that we face. 2 Reported as on track
;rg?asrg)éi;zreg;:y,Sustanability Adopting evidence based best practice and meeting our legislative requirements 3 Due to commence in later quarters (3-Qtr3,2-Qtr4)
1 Project is currently reported as Amber - YGC Records Library

Informatics Operational Plan 2019/20 Quarter 1
Monitoring of Progress against Actions and Milestones
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Summary Progress - Digital Health Programme g

Progress against the following projects is reported to the Board as part of annual plan progress monitoring. With the exception of Tracker 7 —
Single Cancer Pathway all projects are multi-year projects. Progress is therefore against reported against milestone achievement

Programme Plan Ref Actions EZ:S Apr-19 May-19 Jun-19 Jul-19 Aug-19 Sep-19 Oct-19 Nov-19 Dec-19 Jan-20 Feb-20 Mar-20
WPAS Phase three of Welsh Patient Administration Project (PAS) starts. It will replace the Commercial PAS
AP051 ; : . : : . MD Q4
system in the West and standardise processes relating to this system in other sites
WCCIS APO52 Completlgn of pilot studle_s to learn lessons to inform wider installation and utilisation of the Welsh MD Q4
Community Care Information System
Reconstitute the Welsh Emergency Department System upgrading the Emergency Department
WEDS APO053 . Lo
System in the East (phase 1) and extending instances to Central and West (phase 2 and 3) MD Q4
Digital Health Record APO54 th_:lse 2 of alocal Dlgltal H_ealth Record which will strengthen our investment and approach to the MD Q2
delivery of an electronic patient record
YGC Records Library APO55 | Support the identification of storage solution for Central Library MD Q2
Good Record Keeping APO56 Transition program to review the management arrangements for ensuring good record keeping MD Q4
Management across all patient record types
Information Flow APO57 | Delivery of information content to support flow/efficiency MD Q4
Rolling programmes of work to maintain / improve the digital infrastructure e.g. migration of telephone
Digital Infrastructure AP058 [infrastructure from an end of life solution to one which is fully supported and capable of underpinning |MD Q4
service change e.g. single call centre
Care Closer to Home APO059 |Provision of infrastructure and access to support care closer to home MD Q4
Eye Care AP060 [Support Eye Care Transformation MD 4
Transformation PP y Q
Tracker 7 - Single :
g AP061 [Implement Tracker 7 cancer module in Central and East. MD Q2
Cancer Pathway
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Milestone
Ref

Actions

Due

Qtr.2 Qtr.3 Qtr.4

Dllelie=1M e[S s M folelE=10alagl=l All Milestones Summary Matrix

Comments

Project Start - Formal commitment from NWIS required for
data migration activities to commence.
Engage data migration supplier. Begin ways of working and

Programme Board membership changed from East to West chaired by Kate Clark (Secondary Care
Medical Director). TOR approved. Barry Wiliams (West Hospital Director) to chair West Project
team. Project Manager Paul Marchant assigned to the project with Work Stream Leads assigned for

51A standardisation. Q1 Data Migration, Ways of Working, and Technical.
Data Migration plan agreed with NWIS and DXC working towards a go-live in November 2020.
Risk Log updated and reviewed at inaugural Project team meeting in June with monthly board reviews
scheduled. Approved WG Capital budget of 1.2m for year 2019-20.
51B Project Design - Programme Board approval of o2
standardisation plans. Start data migration
51C Continuation of Data Migration Q3
51D Co_nt_inuation of Data Migration, readiness for testing and Qa
training
Project Implementation - Pilot Studies in the West WCCIS has been subject to exception reporting for some time due non-delivery of health functionality
and user acceptance testing failures. The original go live for BCUHB was April 2017. In July 2019 the
supplier has accepted that developments are required and has agreed to provide a roadmap for
development of the system by the end of September. This will inform Aneurin Bevan’'s (AB)
deployment of the product possibly in 2019 2020. Following these delays, the planned
52A Q1 implementation of the BCUHB intended pilot could not commence prior to February 2020 . The north
Wales Regional Board have agreed to formulate a prototype option which will utilise Gwynedd and
Anglesey system to learn the benefits to inform future integrated working across health and social
care
Project Close - Formal review of pilot phases and completion
52B Q2
of lessons learnt
Project design. Design future phases of roll out based upon
52C lessons learnt, product suitability and Programme Board Q3
approval
52D Design and Implementation activities to be agreed. Q4
Project Start:- Review Project to date. Create Governance Project Manager commenced in post 01/06. Re-engagement with the 3 areas and NWIS/EMIS has
53A structure for programme. Revisit business case and revise Q2 commenced. Benefit Workshops / Patient Safety Workshops and re-engagement sessions have
all plans e.g. PID etc. Gain approval of plans been arranged for June/July. First Project Board scheduled for September. Options paper to be
drafted.
Project Design and Implementation activities to be agreed
53B from QTR1 & QTR2 activities, and aligned to National plans Q4

and resources.
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DIeNie=1M s [cEUda M folelE=1nlngl=l All Milestones Summary Matrix 7

Plan Ref RMellestone Actions Due Qtr.1 Qtr.2 Qtr.3 Qtr.4 Comments
Digital Health Record
aposs [N Development and approval of a business case for the digital 02 Health Records Programme Manager post (8a) has been recruited to internally .Deputy Head of
health record for the Board Health Records post (8b) has been recruited to internally with formal start date of 1st October.
YGC Records Library
Specify the storage and logistics requirements for long term Health Records Programme Manager post (8a) has been recruited to internally .Deputy Head of
storage of acute patient records in Central Support the Health Records post (8b) has been recruited to internally with formal start date of 1st October. The
Hospital Management Team, Planning and Estates next step is for the YGC File Library Programme Board to develop a single business case for a new
APOS5  RRY department to identify and appropriate solution. Q2 physical file library to relocate (as a minimum) the acute records from both the Ablett and the porta
cabin — taking account of the plans for a DHR, by April 2021 in line with the Mental Health Service
Business Case. There has not been any specific location planned although this has been discussed
and will continue to be discussed at monthly meetings
Good Record Keeping Management
Appointment of health records roles to baseline and scope Deputy Head of Health Records post (8b) has been recruited to internally with formal start date of 1st
aposs NN the transition programme and secure project support to o4 October. The B7 Project Manager requirement has been confirmed in principle and funding is being
complete actions from various review recommendations secured through the HASCAS & Ockenden Board. As soon as able to start the work, Mental Health
Senvices will be the priority area - aim to complete this section by March 2020.
Information Flow
5A Implement phase 1 of in house patient status board o1 Live data streams are now available to support Unscheduled Care and Bed Management, but rely on
real-time data input from the services.
AP057 Review phase 1 and develop case for further rollout at each
57B site Q2
57C Increase operational use of Bl technology in clinical areas Q4
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Actions

Maintain/Improve Digital Infrastructure

Deliver Capital Programme for 2019 2020 as defined within The discretionary programme (appendix 2) is progressing as planned with progress being made in all
apss BN plans expected areas. A request for a change to the programme has been submitted to the Capital
Q4 T . .
Programme Management Team to reflect emerging priorities and issues with phase three of the
paging systems replacement project
Infrastructure and Access to support Care Closer to Home
A phased and targeted expansion of Skype for business 1966 users for Skype are active, 44 licenses remain. The continued roll-out out to additional
Work will continue on the roll out of GovRoam across public departments and groups of staff will assist with multi site working and travel efficiencies.
sector sites in North Wales. A group lead by BCU has been set up to facilitate standard access to "home networks" for
AP059 )N Device testing for WCCIS is also planned pending delivery of | Q4 community resource teams. This will enable multi sector / partners working at core premises. A
amobile Application from NWIS. Business case is under development.
WCCIS currently reported as Red - Device testing is constrained
Eye Care Transformation
Informatics will employ a business analyst (BAND 5) to Recruitment activity for an Assistant Business Analyst is currently underway. Shortlisting is planned
VU 60A support the National Eye Care project. Qtr3 suggested start. | Q4 WC 04.08.19. Interviews will be scheduled thereafter.
Employment activities required which will start in QTR1.
Tracker 7 - Single Cancer Pathway
Enhancements to the National Patient Administration System WPAS upgrade to v19.2 is on schedule for implementation in September. Implementation is planned
awost O which are planned fgr QTR2/QTR3_wiII partly support the _ 02 12th August Central and 19th August East. Informgtion staf.f.have "tes.ted. " and "signed off"
management of patients along a Single Cancer Pathway (via ophthalmology changes from a reporting perspective. Additional testing is scheduled / underway for
functionality referred to as Tracker 7). users.

Due Qtr.1 Qtr.2 Qtr.3 Qtr. 4

DIleNie=1M s S s M folele=1nplgl=l All Milestones Summary Matrix 8

Comments
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Finance Quarter 1 ¢

Revenue: As indicated in the table below the Informatics position at the end of M3
shows a cumulative underspend of circa £290k. Pay and non-pay are currently
underspent. Agreement has been reached to reduce the Informatics budget non-
recurrently by £200k to assist the BCU position. This will be actioned in M4 and be
applied to WCCIS

Achievement against Revenue
Resource Limit

16,925 4,272 3,982 -290] -200] Amber

Savings Plans -275 200} 75| 0|Green

Whilst non-pay is underspent in M3, an overspend position is anticipated as the Microsoft
enterprise agreement was re-negotiated on an all wales basis. Renegotiation for what will
be a three year contract was required as the previous contract was due to expire on 30th
June 2019. Microsoft have moved to a full subscription model based on cloud services
which means that costs for the new agreement have been re-profiled using a subscription
based model based on licences (e.g. Windows 10) and office 365 requirements. The
implication is a considerable cost increase to all Health Boards. Full year additional costs
for this Health Board will be circa £1.4million. The new contract will take effect from
quarter 2 of 2019 2020. As a result non-pay costs are predicted to overspend as this is an
unfunded cost pressure. The 2019 2020 impact is predicted to be circa 1million.

Although savings plans have been achieved this year, £75k of the requirement was
achieved re-currently. As a result £200k will be a pressure in future years until recurrent
savings are made. In addition last year's savings achieved non recurrently have also rolled
forward as a staff turnover factor (negative Budget).

Capital: The discretionary programme (appendix 2) is progressing as planned with
progress being made in all expected areas. Expenditure at M3 was £18k, with additional
orders placed totalling £158.

The re-provision of £225K of discretionary capital from the 2019 2020 programme to the
Welsh Patient Administration System project effectively closes this scheme, however
the WPAS Programme Board have been advised that its £1.25million allocation is unlikely
to be utilised within year. Whilst WAG funds were subject to a caveat of return or use
before 2019/20, Capital Accounts have secured an outline agreement for the re-provision
of funding (depending on value) in 2020/21. This is essential to mitigate perceived risks
and issues with internal brokerage.

As previously reported in this document, phase three of the paging systems replacement
project which was scheduled in Bangor will not progress in quarter three as originally
scheduled. This is due to installation issues in phases one and two (East and Central) and
ongoing accountability discussions which require resolution with the supplier. Pending
resolution this is likely to become a 2020/21 priority to support standardisation.

Emerging Capital Priorities have been received from Health Records and highlighted at
the Capital Programme Management Team as a likely substitute project for the paging
system. Whilst this was not a 2020 / 2021 priority, components within Health Records
Racking within the East main file library are failing. In addition the tracking that Health
Records racking “runs” on within the West secondary storage file library requires urgent
replacement. Business cases detailing the requirements and the associated risks are
currently being assessed. Costs for the 2019 2020 programme are circa £81k (£25k and
£56k respectively).

Formal change control is being sought.
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DISCRETIONARY CAPITAL PROGRAMME 2019/20 - CONTROL PLAN

Appendix A: 2019/2020 Discretionary Capital Plan
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cheme RAG Rating Budget Scheme Duration Programme
[s=ProjectStart D = Design)
; . EndSPEND [P =Procurement |
c B | ApprovedBudget | Estimated Outturn € |  Variance £ Start Date ate mplementation €= Project
(Close
PIGITAL ROADMAP [Planned/Actual Prog
elsh Patient Administration System - Phase 3 of 4 6 9 c £225,00( £225,00 £q 01.04.19 31.03.20Planned o2
Re-provision of funding to all Wales project. s
Actual [
Digital Health Record Project 3 9 9 £300,00 £300,001 £ [Planned e TBA
Actual G
PATA DRIVEN DECISION MAKING
Puditbase - Clinical Outcomes 9 9 9 £16,00 £16,00( £ TBA TBAPlanned
Actual
PIGITAL INFRUSTRUCTURE
Hardware Replacement Programme 9 9 9 £486,50( £480,50! £6,000 1.03.20 [Planned
ctual
[Bingle Sign On Expansion G G G £60,00¢ £60,00( £9 01.09.19 28.02.20Planned
Actual
Eore Telephony Systems (Yr.30f5) A £390,004 £390,001 £ 01.04.19 28.02.20planned
Actual
FMS Critical Monitoring Systems (Pharmac £7,50¢ £7,50 £ 01.04.19 30.6.19planned
Actual
Iccess Control System Replacement (User and device authentication [G G 9 £225,00 £225,00 £ 01.12.19 01.01.20
lanned
ctual
Perimeter Security Upgrade (firewalls). Phase 2 of 2 G G G £60,00 £60,00( £ [Planned
01.05.19 31.01.2
ctual
Resilient Server Loads Balancers 3 9 9 £20,00 £20,00( £ 01.07.1 31vog_z_@t|a,,,,ed
ctual
Berver Virtualisation Expansion and Refresh (Inc. migration from S S S £150,00 £150,00 £
indows 2003 servers) 01.06.19 28.02.20Planned
Actual
G 9 G £55,000 £
‘G Radiology Network Cabinet refresh and comms room build £55,00 TBA TBAPlanned
Actual
reswyifa site Network <] <] c £60,004 £60,00 £ 01.07.19 31.10.19Planned
Actual
ireless Network Capacity Expansion <3 <3 <] £50,00 £50,00 £ 01.04.19 28.02.20Planned
ctual
[Completion of Data Centre 1 YGC build (Secondary UPS and Cooling g S S £200,00 £200,00 £
esilience) 01.06.1 TBAPlanned
ctual
ide Area Network Data Circuit Upgrades <3 <3 <] £40,00( £40,00 £ 01.07.19 28.02.20Planned
Eclual
Paging System (Bangor) < < < £180,009 £0 £180,000 01.11.19 28.02.20Planned
Actual
Pata Centre & Hub room(s) UPS and AirCon Maintenance and S S e £25,004 £25,00( £
lPlanned
ctual
9 9 £450,00 £450,00 £
ocal Area Network Switch Upgrades (DGH & Community sites) 28.02.20Planned
ctual
eb Filtering - Late Receipt £6,00 -£6,009 01.05.19
ToTAL [£3,000,000 l£2,820,000 [£180,000

July 2019
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To improve health and provide
excellent care
Report Title: Informatics Quarter 2 Assurance Report
Report Author: Tracy Williams, Head of Informatics Performance & Improvement

et al.

Responsible
Director:

Dr David Fearnley, Executive Medical Director

Public or In
Commiittee

Public

Purpose of Report:

The purpose of this report is to provide the Digital and Information
Governance Committee with a mechanism to gain assurance on behalf
of the Health Board that legislative and regulatory responsibilities are
being met which relate to Informatics services.

This report also provides key performance indicators that relate to the
quality and effectiveness of information and information systems
against which the Health Boards performance may be regularly
assessed.

The report summarises

1. National Audit Office Reports; a review of ICT Asset
Management has recently been undertaken. Findings will be
reported when available. Note separate paper re Welsh Audit
Office 2014 & 2018 Clinical Coding Audit Management
response.

2. Compliance measures for several service areas against
mandated National Targets and local targets. Whilst the report
highlights improved compliance in core areas like Clinical
Coding it also highlights areas of concerns.

The Informatics Quarterly Assurance Report is an evolving document
that will continue to be developed to meet the needs of the committee.
The committee is encouraged to advise of any additional requirements.

Governance issues
| risks:

As a result of findings from a systems owners training needs analysis a
tier two risk has been revised for presentation to the next DTG meeting
where current controls and proposed / new mitigations will be
discussed. It is suggested that there is a risk that systems are not
appropriately managed and that business continuity for IT systems are
not supported within the Health Board, this may be due to a lack of
understanding / skill / knowledge/ training of System Owners to
manage their systems e.g. develop a strategy for their system, identify
risks which face their systems, complete business continuity plans /




identify when the hardware / software that their system relies upon is
unsupported. This may result in a lack of compliance with GDPR,
patient harm (if it is a clinical system) poor contingency management
and an increased risk of cyber attack

As detailed within the paper. Findings from the System Owners training
needs analysis suggest that this is a significant risk.

During late June and early of July a number of key National hospital
systems (e.g. Pharmacy, WLIMS, WPOCT, MPI, and WCP) were
unavailable / affected e.g. with limited functionality. Whilst the
conclusion of a major incident review is awaited, the “fault” was
suggested to be caused by an air conditioning failure in Blaenafon
Data Centre that led to server “shut down”.

Pharmacy services have provided a service perspective of the impact.
This “outage” is considered to be the realisation of the National
Infrastructure and Products risk (CRR10) i.e. “There is a risk that the
National Infrastructure and Products are not fit for purpose ......... this
may be caused by...... poor resilience........ this could lead to negative
impacts on patient outcomes, ..... Inefficient workflows....and increased
costs as we maintain systems”.

Financial
Implications:

National Infected Blood Inquiry (IBI):- there is a significant storage
issue due to the embargo on the destruction of any casenote types for
the period of the inquiry (est. 5 years). BCU has led on an evaluation
report across Wales, which has been submitted to the Welsh
Government to request funding to manage the storage requirements of
additional casenotes beyond their retention periods, however it is
unlikely this will be forthcoming. Off-site storage is being secured to
hold in the region of 500,000 casenotes due for destruction at an
estimated cost in the region of £1.5m over the 5 year period. Once the
embargo is lifted, these casenotes can be destroyed immediately.
Year 1 costs will be met within the Health Records and Informatics
budgets, with a report to present the year 2-5 cost pressures to the
Finance and Performance Committee.

System Management:- A training programme will need to be
developed and delivered to support system management throughout
BCU and address the findings of a recent training needs assessment.
A scoping exercise is planned to assess resource requirements. The
output will initially be submitted to the DTG. A requirement for
additional resource is anticipated.

Recommendation:

The DIGC is asked to:-
1. note compliance with legislative and regulatory responsibilities
which relate to the Informatics Services and
2. to advise the service of any additional metrics required to
improve assurance.




Health Board’s Well-being Objectives
(indicate how this paper proposes alignment with
the Health Board’s Well Being objectives. Tick all
that apply and expand within main report)

WFGA

Principle
(Indicate how the paper/proposal has
embedded and prioritised the sustainable
development principle in its development.
Describe how within the main body of the
report or if not indicate the reasons for this.)

Sustainable Development

1.To improve physical, emotional and mental
health and well-being for all

1.Balancing short term need with long
term planning for the future

2.To target our resources to those with the
greatest needs and reduce inequalities

2.Working together with other partners to
deliver objectives

3.To support children to have the best start in
life

3. Involving those with an interest and
seeking their views

4.To work in partnership to support people —
individuals, families, carers, communities - to
achieve their own well-being

4.Putting resources into preventing
problems occurring or getting worse

5.To improve the safety and quality of all
services

5.Considering impact on all well-being
goals together and on other bodies

6.To respect people and their dignity

7.To listen to people and learn from their
experiences

Special Measures Improvement Framework Theme/Expectation addressed by this paper

http://www.wales.nhs.uk/sitesplus/861/paqge/81806

Equality Impact Assessment

EqlA is not required as a change of policy or direction is not envisaged and/or budgets are not being

reduced.

Disclosure: Betsi Cadwaladr University Health Board is the operational name of Betsi Cadwaladr University Local Health Board

Board/Committee Coversheet v10.0
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The purpose of this report is to provide the Digital and Information
Governance Committee with a mechanism to gain assurance on behalf
of the Health Board that legislative and regulatory responsibilities are
being met which relate to Informatics services.

This report also provides key performance indicators that relate to the
quality and effectiveness of information and information systems
against which the Health Boards performance may be regularly
assessed

Contents

1. National Audit Office Reports

2. Compliance
- 2.1 Clinical Coding National targets
- 2.2 Patient Records
- 2.3 System Management
- 2.4 ICT Security
- 2.5ICT Service Desk
- 2.6 National and Local Systems Availability
- 2.7 Data Standards Change Notices (DSCN)

This report will evolve in the coming quarters to meet the requirements
of the committee based upon direction provided

1. National Audit Office Reports

The Wales Audit Office commenced a review of Information
Communication Technology (ICT) Asset Management at the end of
Quarter 1. The review, which aims to assess if BCU is managing its
ICT assets effectively, is scheduled for completion in Quarter 2
following “fieldwork” in July at each of our acute sites.

Summary findings and recommendations will be provided to the
committee when available.

2. Compliance

2.1 Clinical Coding:- National Coding Targets exist for clinical coding
completeness and clinical coding accuracy and form part of the Welsh
Government NHS delivery framework which details how NHS Wales
will measure and report performance.

There are several reasons as to why clinical coding completion in a
timely manner is vital. Examples provided by Welsh Government
include; to allow monitoring of treatment effectiveness and clinical
governance, to monitor public health trends and to enable assessment
and scrutiny in delivering the condition specific Annual Quality Plans
and Tier 1 measures.

The coding completeness in BCU for May 2019 was 94.9% against the
National target of 95%. (This target measures the percentage of
clinically coded episodes within 1 month of episode end date).
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The following graph depicts how the Health Board is showing
continued improvement against this target.
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In addition to the benefits of timely coding highlighted by the Welsh
Government the improvement in coding completeness enables the
Health Board to work with timely data in regards to Freedom of
information requests, Costings, Mortality data and Internal Audit.

The clinical Coding department have completed a Trust Board training
event to Board members, which intended to raise Board awareness on
the benefits and importance of clinical coding. This closes a Welsh
Audit Office recommendation highlighted in last report.

The second National Target of Coding Compliance requires an
improvement in the accuracy score attained in the annual National
Clinical Audit Program. There is no change from previous report
submitted to this committee against this target, as the national Audit
program, which measures this, will not begin in BCU until September
2019.

2.2 Patient Records:- Tier 1 Risk - There is a risk that the right patient
information is not available when required. This is caused by a lack of
Suitable storage space, uncertain retention periods, and the logistical
challenges with sharing and maintaining standards associated with the
paper record. This may result in a failure to support clinical decisions

& G [Cl Bwrdd lechyd Prifysgol
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for safer patient outcomes and an inability to meet our legislative
duties.

The control and mitigation of this risk will be delivered through the
Patient Record Transition Programme, which currently is prioritising:

Transition Programme
ACUTE Patient Record
DHR _
iject ( ( National
ATHR AT Baseline Heaulis DDSR @b Adults

ezt Frefizs PAN-BCU Manasement e Paedl.atrlcs
Project Project

Nursing
Project

Underpinning Priority Projects Interdependent Priority Projects

2.2.1 Digital Health Record (DHR) Project: Status (Green) — The
aim is for a single view of the patient record supporting integration with
local and national systems in Wales and beyond. Following the
support for the Outline Business Case from this Committee and
Executive Management Group (EMG), permission was given by the
Finance and Performance (F&P) Committee to proceed to tender to
inform a Full Business Case (FBC). The aim is to have the FBC ready
to go back through the governance structure at the start of the new-
year.

2.2.2 Results Management Project: (Pre- Formal Start) — Whilst
BCUHB are successfully test requesting in the Welsh Clinical Portal,
the functionality to appropriately record the action taken and by whom
has not to date been fit for purpose, resulting low assurance. Previous
work to address this locally was halted due to barriers to integration via
the National team. To progress this work, a new Project is being
established with the Secondary Care Director as the SRO, with the first
meeting planned for early September. In preparation, a full review of
the WCP is being undertaken locally and with the national team,
including the review of a nationally developed mobile application. The
project will aim to address the low assurance by; digitising the full
results management process, stopping printing results, increasing
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digital test requesting, providing opportunities for mobilisation of the
process and providing assurance reports on the tests not viewed and
results not actioned.

2.2.3 Digital Dictation/Speech Recognition (DDSR) Project:
Status (Green) - In January 2019, BCU received confirmation that their
application for Welsh Government “Invest to save” funding was
successful. This enabled BCU to establish a project with the aim of
delivering a DDSR solution, which will be a key contributor to the
achievement of a cohesive digitised patient record. DDSR supplier
events were held over 2 days in autumn 2018 where potential suppliers
presented their product to stakeholders, informing the tender
specification which was then published on 15" July 2019. The Project
Board has been established, and the first full meeting took place at the
end of July. The outcome of the tender along with baselining of current
and future processes will inform the Full Business Case for the new-
year.

2.2.4 CHAI Paediatrics Project: Status (On Hold) - Building on the
back of a Small Business Research and Innovation (SBRI) grant that
provided an external small company the opportunity to ‘solve a
problem’ i.e. the amount of time nurses spend with patients; further
work was undertaken to digitise ‘paediatric’ nursing documentation.
Due to concerns regarding ability of the product to be developed within
the known compliance and financial constraints, a full review of the
viability of the developing product to deliver is currently underway.

2.2.5 (National) Welsh Nursing Care Record Project: Status
( ) — The admission form and 4 risk assessments have been
successfully standardised across Wales. This project will initially (i) roll
out these standardised forms and (ii) pilot the national application on
adult wards. The User Acceptance Testing planned for August is
experiencing a 1-week national development delay. The Bonny Ward in
East is the location for the live pilot planned for September, after which
there will be a review both nationally and locally prior to any decision to
roll out across BCUHB. As with any system creating content for the
acute casenote, the aim will be to hold the forms both nationally and
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locally in the BCU Digital Health Record to support the aim of a single
digital patient record.

2.2.6 ATHR Project (ICO Recommendation): Status (Green) —
Following a full Organisational Change Process (OCP), staff have been
recruited to the new centralised service, which is due to pilot in the
Central area from the 5" August for 2 months. This will not only ensure
a standardised response to Access to Health Record requests within
BCUHB, but will digitise the process to ensure future compliance with
all aspects of GDPR and the Data Protection Act 2018. This
transformation is being funded through the internal restructure and an
additional £100k recurring revenue allocated via the F&P Committee.

2.2.7 iFIT Project: Status (Green) — Following the successful
implementation of the intelligent Radio Frequency Identification
tracking system for patient casenotes across all three main hospital
sites, the project is planning a significant systems update in August. It
will then explore the benefits that can be achieved through expanding
the product to track and manage better utilisation of our assets e.g.
portable scanners, infusion pumps, wheelchairs etc.

2.2.8 Baseline PAN-BCU Project: Status (Amber) — In response to
the HASCAS/Ockenden recommendations, there has been a portfolio
change so that all patient records (circa. 25 types beyond ‘acute’) are
now under the responsibility of the Executive Medical Director. This
will require (i) a full baseline of all patient records held to measure their
compliance against legislation and standards of good record keeping,
and (ii) develop recommendations to deliver this in the future. The new
Deputy Head of Health Records is due to start in October, and funding
is being secured via the HASCAS/Ockenden Improvement Board for a
Project Manager to undertake this significant work.

2.2.9 Update on Other Key Compliance Issues:

National Infected Blood Inquiry (IBI) - Whilst 1Bl Project Board is
satisfied that controls are effectively in place to manage the responses
to the inquiry, there is a significant storage issue due to the embargo
on the destruction of any casenote types for the period of the inquiry



“'f Informatics

(est. 5 years). BCU has led on an evaluation report across Wales,
which has been submitted to the Welsh Government to request funding
to manage the storage requirements of additional casenotes beyond
their retention periods, however it is unlikely this will be forthcoming.
Off-site storage is being secured to hold in the region of 500,000
casenotes due for destruction at an estimated cost in the region of
£1.5m over the 5 year period. Once the embargo is lifted, these
casenotes can be destroyed immediately. Year 1 costs will be met
within the Health Records and Informatics budgets, with a report to
present the year 2-5 cost pressures to the F&P Committee.

Relocation of the YGC File Library — In response to the realisation of
the racking failure risk at the YGC Main (Acute) File Library, approx.
70,000 casenotes were successfully relocated to the Ablett Unit and
work was delivered to stabilise the portacabin environment. The next
step is for the YGC File Library Programme Board to develop a single
business case for a new pan-central file library to relocate (as a
minimum) the acute records from both the Ablett and the portacabin —
taking account of the plans for a DHR, by April 2021 in line with the
Mental Health Service Business Case.

2.3 System Management:- Circa 280 Information Technology systems
have been registered on the Health Boards Asset Database with 151
different system owners identified (some system owners manage more
than one system). The majority of these systems are managed within
the wider organisation i.e. outside of Informatics.

Recognising “system management” within the Health Board as a
potential area of “risk”, Informatics led the establishment of a system
owners group towards the end of 2017, which reports to the Digital
Transformation Group. The system owners group are proponents of a
training programme for system owners as members (which have been
limited) felt that there were gaps in their knowledge, which could affect
their ability to manage systems / carry out their roles.

This perception was arguably supported, as many “system owners”
have not been able to independently or readily identify systems that are
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“at risk” as they run on unsupported software / hardware (e.g. Windows
XP, Server 2003, with Server 2008 approaching the same).

A preliminary review of data from the asset register undertaken in the
last quarters of 2018 suggested that training was essential to ensure
that systems owners were aware of their responsibilities. This was
perceived as only 32% of systems registered at that time had a
business continuity plan in place when the classification of the system
was suggested to be “business, mission, safety or security critical (28%
classified as non-critical have a business continuity plan in place). This
was and is suggested to pose significant risk to the Health Board.

From December 2018 to February 2019, questionnaires were sent to
registered systems owners to assess their training needs. 25% of the
registered systems owners responded, the findings form appendix 1
and are suggested to pose significant cause for concern. As detailed
within appendix 1 findings include:-

e 49% of System Owners feel competent to fulfil their role

e 43% know what their roles and responsibilities are

e 30% are confident that they understand and comply with laws

and legislation
e 41% feel unable to develop a strategy for their system

In response to these findings:-
a) a tier two risk has been revised* for presentation to the next
DTG meeting where current controls and proposed / new
mitigations will be discussed. This is proposed to be:-

There is a risk that systems are not appropriately managed and that
business continuity for IT systems are not supported within the Health
Board, this may be due to a lack of understanding / skill / knowledge/
training of System Owners to manage their systems e.q. develop a
strateqy for their system, identify risks which face their systems,
complete business continuity plans / identify when the hardware /
software that their system relies upon is unsupported. This may result
in a lack of compliance with GDPR, patient harm (if it is a clinical
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system) poor contingency management and an increased risk of cyber
attack

*revisions which are proposed to the original risk appear in darker text

b) The System owners group met on the 24.07.19 to discuss
findings from the training needs analysis. It has recommended
the development of a series training workshops for system
owners which will initially be based upon the training needs
findings. Itis clear that a significant amount of work will be
required to develop, run and maintain these sessions. A
scoping exercise will be scheduled to assess resource
requirements. The output will be submitted to the DTG.

2.4. ICT Security; is the ability to protect the confidentiality, integrity
and availability of digital information assets. A range of tools and
processes have and are being adopted within the Health board to
support ICT security and keep our assets safe.

2.4.1 Our security appliances continue to detect and block an ever-
increasing number of malware related events attempting to exploit
known software vulnerabilities. In the last quarter, we have had 22,000
SPAM** emails blocked nationally as well as nearly 2000 local
detections. These threats are a combination of email, web sites, USB
sticks.

**irrelevant or unsolicited messages sent over the internet , typically to a large
number of users, for the purpose of advertising, phishing, spreading malware etc.

2.4.2 McAfee Security Suite — During quarter 1, we have
successfully implemented additional functionality within our McAfee
product suite. As highlighted in the last quarters report both the
Advanced Treat Protection (ATP) and Threat Intelligence Exchange
(TIE) will increase the capability of automatically detecting and blocking
malicious threats to our infrastructure.
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2.4.3 Smoothwall Web Filtering software - which is designed to
restrict what websites a user can visit on a computer is currently in its
testing phase with several key staff groups. Following testing which
aims to ensure that actual results match expected results a staged
rollout is due to take place over the next couple of months.

2.4.4 Patch Management - Our monthly roll out of vendor software
updates and security patches to enable systems to stay updated and
help to mitigate vulnerabilities continues to take place.

The table below details the patch management position as of June
2019. As indicated all of the supported platforms categories, are above
target in all bar one area. This is due to our program of upgrading to
the latest version of office where it is possible.

Investigations are required and underway into the compliance rate for
Office 2016 as the rate is similar to the previous report and below
target requirements. Remediation plans will be provided within the
next report if compliance is not reached.

Number of

Software Name Devices % Compliant %Target
Windows 7 7616 91.5% 90%
Windows 10 4849 96.6% 90%
Office 2007 5701 91.2% 90%
Office 2010 73 98.5% 90%
Office 2013 693 98.0% 90%
Office 2016 5100 81.6% 90%

Server Operating

Systems 686 95.9% 95%
Average Desktop OS 94.6% 90%
Average Office apps 94.6% 90%
Average all platforms 96.1% N/A
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2.5 ICT Service Desk; A total of 21,200 calls were logged with
Informatics in the first financial quarter of the year, this was an 11.3%
reduction on the previous year’s call numbers. The trend of decreasing
call levels can be partially attributed to the ongoing roll out of new
hardware across the Heath Board.

Due to continued capital investment, the average age of the
desktop/laptop and other related hardware has decreased, this has
resulted in hardware becoming more reliable and improved
performance.

The following graph represents the current age profile of the Health
Boards Desktop and Laptop estate; this is based on the release date of
the manufacturer’s hardware model.

The current replacement threshold is prior to 2013 (due to specification
of the devices and their compatibility with the latest operating systems).
Devices that are 2012 or below are being targeted for replacement in
this year’s capital allocation where possible. As previously highlighted
some devices may not be replaced due to compatibility with the
applications they are running. In these cases, they will be highlighted
to the department involved and we would support the department in
planning to either upgrade or replace the software or if not possible,
mitigate the risk in other ways.

The graph also highlights the requirement for continual investment in
the desktop / laptop estate to enable a refresh cycle of 5 — 7 years.
This is to ensure the reliability of service to staff using the devices.
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The service desk continues to mature and the trend of calls closed at
first point of contact has continued to increase, the average for the first
3 months has risen to 90.2%.

Reduced staffing levels due to annual leave and sickness has resulted
in the call waiting times increasing and this has risen to an average of 2
minutes and 30 secs.

2.6 National and Local System Availability

2.6.1 National Systems; During quarter 1 (April — June 19) there have
been 14-recorded incidents of national system failures that have
directly impacted clinical services.

e 10 WCP Outages. WCP has been unavailable for a total of 37
hours approx. This equates to 98.30% of WCP system
availability/uptime

o 3 WPAS Outages. WPAS has been unavailable for a total of 15
hours approx. This equates to 99.57% of WPAS system
availability/uptime

Note: This resulted in 4 WTE from informatics spending 3.5 days in total supporting
BCU Services ensuring no impact on clinical service delivery.

There have also been multiple instances over 3 days of letters either not being sent
or delay in sending that the teams have worked through
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From the 29" June to the 3" July a number of key hospital systems
(e.g. Pharmacy, Welsh Laboratory Information Management System,
Master Patient Index, and Welsh Clinical Portal, Canisc, GP Systems)
were unavailable / adversely affected. A Major incident review from
this event is scheduled to conclude on the 12" August 2019. An
interim technical report published on the 12t July 2019 advised that the
“fault” was due to the failure of air conditioning units within the
Blaenafon Data Centre (BDC). Failure resulted in servers “shutting
themselves down” as temperatures increased.

Whilst a plan to “failover services” was enacted, the impact of no
access or limited access to systems is perhaps highlighted by following
impacts from a specific front line service perspective:-

From a ward pharmacist perspective: “An inability to update and
edit Discharge Advice Letters (DALs) in the morning along with slow
and challenging systems utilised much of our clinical time on the
wards. Although we worked around the IT issues using paper
processes to ensure supply for medication there were still delays to
discharge due to time wasted initially and re-work on WCP. Delays in
completing discharges reduced the time available to review new and
existing patients, also leading to patient safety risks. Inability to
complete DALs in some areas could potentially mean that incorrect
DALs have gone to GPS surgeries; we cannot quantify this risk from
within pharmacy. A specific example on one ward — we didn’t discharge
the patients on WCP until the following day so we could amend DALSs.
This ensured accurate DALs going to GPs however, discharge data
(date/time) will now be incorrect”.

From a ward pharmacy technician perspective: “Inability to confirm
patient’s medication and a need to contact GP surgeries/ pharmacies
directly request paper copies and faxes which resulted in delays to the
medicines reconciliation process. Due to delays, a reduction in ability to
reconcile patients medication on admission which may lead to patient
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safety risks. Additional staff also needed to man dispensary due to
disaster recovery system which is a slower process and may also
impact on number of patients medication reconciled”.

From a pharmacy/dispensary perspective: “Impact on pharmacy
system, disaster recovery system used. As unable to confirm patients
have previously had medication issued possibility that duplicated
medication was dispensed which may lead to waste. The medication
record would not update and manual/ disaster recovery and checking
of all issues needed to be actioned the following day. Unable to
dispense from robot, 1 member of staff manually outputted all day.
Unable to check blood results and clinically check some medications”.

This is considered to be the realisation of the National Infrastructure
and Products risk (CRR10) i.e. “There is a risk that the National
Infrastructure and Products are not fit for purpose ......... this may be
caused by...... poor resilience........ this could lead to negative impacts
on patient outcomes, ..... Inefficient workflows, and increased costs as
we maintain systems”.

Organisational feedback has been collated and submitted to NWIS to
support the Major Incident Review.

2.6.2. Local Systems; with the advent of the security of Network and
Information Systems Regulations (NIS Regulations***) in 2018, the way
in which we record unplanned outages has changed and been adapted
to assist with mandatory reporting under these regulations.

In the last quarter (April to June 2019), there have been 16 incidents of
user affecting unplanned outages.

e 7 Network connectivity incidents. These contain a network
outage at Colwyn Bay & Welshpool Hospitals totalling approx. 8
hours. The other recoded issues were all resolved in under 30
minutes.
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e 2 Telecoms incidents. We had a national outage from our
supplier of under 2 hours and partial loss of phone extensions at
Ysbyty Gwynedd for a short period.

e 4 Server related incidents. 2 of these incidents were related to
file servers being offline for approx. 3.5 hours after disk failures.
We also experienced a fault with a virtual server host which
caused some services to automatically fail over to another
member of the server infrastructure. The root cause has been
identified in the case and no repeat should occur. Finally there
was an outage to the iFit report system for some users for a 24
hour period. This incident has again been investigated and root
cause found. Processes have been changed to ensure no
repeat of the incident can occur

e 3 Environmental incidents (power loss) totalling 40 hours of
interruptions at the national datacentre in Blaenavon and 2 at
Ysbyty Gwynedd. The majority of this time was out of daytime
business hours.

Further detail of the above events is available on request.

***Note: The Security of Network & Information Systems Regulations (NIS
Regulations) provide legal measures aimed at boosting the overall level of security
(both cyber and physical resilience) of network and information systems for the
provision of essential services and digital services
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2.7 Data Standards Change Notices (DSCN). DSCN 2019/06 -
Diagnostic & Therapy Services and Referral to Treatment Waiting
Times Returns

Sleep Disordered Breathing was released in May 2019 with reporting to
commence in July 2019. The DSCN sets out requirements for patients
awaiting sleep assessments to be recorded on a diagnostic pathway
and included in reported diagnostic waiting times and referral to
treatment (RTT) waiting times.

As a health board, we have not been compliant with this DSCN to date
and work is ongoing with operational teams and corporate service
colleagues to make necessary changes to data collection and booking
processes to allow us to achieve compliance from 15t September
(August position).

During the last quarter, progress was made in relation to DSCNs
2019/01 — Single Cancer Pathway and 2018/07 (AMD) Eye Care
Measure. As a health board, we are compliant with reporting
requirements against both DSCNs and developments in recent weeks
have been in support of operational booking and tracking processes.
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Appendix 1;

System Managers Skills Assessment exiuding Informatics responses

A\ GIG

Of the 151 System Owners identified from the Information Asset Register responded to
2019 System Managers Skills Assessmentwhich ran from 21* December 2018 to 8™
February 2019. Their responses are illustrated below

49%
Feel competent to

fulfill the rale of &
Syslem Manager

I can do tis with help

EIE
B
g

43%

Know the rode and
responsibities of a
System Manager

v | 23R A IS
@ UEHET e

‘wih kelp

T

o lcanTdo Tk

=

lentdo lendo leanda
this  thiswih s
tetp

S

03.04.19

o

&

CYA

NHS

Bwrdd lechyd Prifysgol
Betsi Cadwaladr
University Health Board



/A GIG
\R/ NHS

Bwrdd lechyd Prifysgol
Betsi Cadwaladr
University Health Board

"’ Informatics

10



Digital and Information Governance Committee Q GIG | Buwrdd techyd prifysgol
Q'L?o Betsi Cadwaladr
27.9.19 N HS University Health Board
To improve health and provide excellent
care
Report Title: 2020/2021 DRAFT Informatics section of BCU’s 3 year forward plan
Report Author: Tracy Williams, Head of Programmes, Assurance and Improvement
Responsible Dr David Fe